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Overview

This demonstration presents a foundational scenario built around key actors, their roles, and the peer-to-peer interactions that
define their workflows—powered by our proprietary P2P node technology.

Our platform has been engineered from first principles to support high-performance, decentralized systems. Developed entirely in
modern C++20, it offers exceptional efficiency, scalability, and concurrency—critical for real-world deployments.

Beyond its technical strength, the software stack provides a robust foundation for building domain-specific ecosystems. Through
modular design and well-defined architectural patterns, it enables rapid adaptation to industry-specific needs.

In this instance, we showcase how the technology models and facilitates fundamental processes in the supply
chain—demonstrating both its technical capabilities and its relevance to real-world business applications.

Screencasts:

https://www.youtube.com/playlist?list=PLxosfKOTq_rWIddsjz4Nad40EJmMgIM5G



https://www.youtube.com/playlist?list=PLxosfK0Tg_rWlddsjz4Nad40EJmMgIM5G
https://www.youtube.com/playlist?list=PLxosfK0Tg_rWlddsjz4Nad40EJmMgIM5G

Y Access to the interactive demonstrator

LA

To interact with the wallets assigned to each actor in the scenario, secure access is facilitated via SSH clients. This ensures
authenticated, encrypted communication with the node infrastructure, aligning with best practices for operational security and
access control in decentralized systems.

N

H 7 Setup steps for Microsoft Windows .

Install PuTTY.

PuTTY is a widely used SSH client for Windows, providing secure access to remote systems. You can download and install it from
the official website: https://www.putty.org

Download PuTTY

PuTTY is an SSH and telnet client, developed originally by Simon Tatham for the Windows platform.
PuTTY is open source software that is available with source code and is developed and supported by
a group of volunteers.

Download PuTTY

vw.chiark.greenend.org.uk/~sgtatham/putty/!

Download PuTTY: latest release (0.83)

Download: Stable - Snapshot | Docs | Privacy | Changes | Wishlist

|
|
|
I Home | FAQ | Feedback | Licence | Updates | Mirrors | Keys | Links | Team
|
|

This page contains download links for the latest released version of PuTTY. Currently this is 0.83, released on 2025-02-08.

IWl‘len new releases come out, this page will update to contain the latest, so this is a good page to bookmark or link to. Alternatively,
jhere is a permanent link to the 0.83 release.

1 . . . .

IRelease versions of PuTTY are versions we think are reasonably likely to work well. However, they are often not the most up-to-date
jversion of the code available. If you have a problem with this release, then it might be worth trying out the development snapshots, to
jsee if the problem has already been fixed in those versions.

|

. N
: Package files

|

1

I You probably want one of these. They include versions of all the PuTTY utilities (except the new and slightly experimental
| Windows pterm).

|

I (Not sure whether you want the 32-hit or the 64-bit version? Read the FAQ) entry.)

|

I We also publish the latest PuTTY installers for all Windows architectures as a free-of-charge download at the Microsoft

I Store; they usually take a few days to appear there after we release them.

1

I MSI ("Windows Installer’)

1 64-bit x86: putty-64bit-9.83-installer.msi _[s_i_gnaturel

1 64-bit Arm: putty-armf4-9.83-installer.msi [sig'naturel

L (signature

Configure connections

After installing PuTTY, launch the application to begin configuring SSH connections for each actor.

Each actor is associated with a unique Linux user account on the host 34.39.860.254. The usernames are all lowercase and must
be entered accurately to ensure successful authentication.


https://www.putty.org

Follow the 6-step configuration process described below for each of the following users:

alice

bob

port1
port2
ship1
container1

Optionally, you may also configure additional connections for container2 and container3.

I\ Note: Ensure the correct username (e.g., alice) is entered in Step 2, as SSH login will fail if it is misspelled or
incorrectly capitalized.

ER PuTTY Configuration 7 > #2 PuTTY Configuration ? x
Categary: Categary:
[=]- Session Data to send to the server ) =)~ Session (G rd Basic options for your PUTTY session |
|_—_| T:"" |-_°EI|9""9 Login details L L__I TE"" I..oglging Specify the destination you want to connect to
5 Temina = Termina
. Keyboard Autedogin usemame |alice t(({ : . Keyboard Host Name (or IP adgress) Port
- Bell When usemame is not speciied: - Bell 34.35.80.254 (G
- Features (® Prompt () Use system usemame (Y0} - Features Connection type:
=) Window =) Window - .
; p 55H Serial Other: | Telnet
... Appearance Terminal details ... Appearance ® (O Serial - (O Cther n e
- Behawiour Teminaltype string - Behaviour Load, save or delete a stored session
. Tranzlation - Tranelation -
i Saved Sessions
+- Selection Ll - Selection
C""’!“ Environment variables ~ Colours
=)~ Connection =+ Connection Load
(¢ Vanable | || add . Data
J gg’:‘ Value | EJ EFSO:'-" container1 Save
ahl- iy port 1
. Serial .. Sesicl port2 2
- Telnet - Telnet ship1
- Rlogin - Rlogin
- SUPDUF - SUPDUP Close window on exit:
O Mways () Mever (®) Only on clean exit
About Help Cancel About Help Open Cancel

Launching Sessions and Connecting to Wallets

With the initial configuration complete, you can open multiple PuTTY windows—each representing a different actor. To begin a
session:

1. Select the desired actor from your list of saved sessions.
2. Click “Load” to apply the configuration.
3. Click “Open” to initiate the connection.

When prompted, enter the password that was provided to you through a separate, secure channel. The first time you connect to the
server, a security prompt will appear to confirm the host's identity—accept this to proceed.

To connect all actors, repeat this process for the following users:

alice
port1
container1
ship1
port2

bob

You should then have six active terminal windows, each representing a connected actor wallet.

Optional: For easier management of multiple windows, consider using a tabbed PuTTY utility such as ttyplus
Multi-Tabbed Putty. at https://ttyplus.com/multi-tabbed-putty


https://ttyplus.com/multi-tabbed-putty
https://ttyplus.com/multi-tabbed-putty
https://ttyplus.com/multi-tabbed-putty

Linux

A ] Setup steps for Linux with GNOME Terminal

On Linux systems, a multi-tab terminal emulator such as GNOME Terminal, Konsole, or Tilix can be used to manage multiple
sessions more efficiently. Each actor can be connected in a separate tab using standard SSH commands.

alice@vmlonOb: ~

portl@vmlonOb: ~ containerl@vmlonQb: ~ shipl@vmlonOb: ~ port2@vrnlonOb: ~ bob@vmlonOb: ~

Connect to all wallets using this correspondence table:

alice@34.39.80.254
portl1@34.39.80.254
containerl1@34.39.80.254

shipl@34.39.80.254
port2@34.39.80.254
bob@34.39.80.254

This order intentionally aligns with the container journey, which visits alice, port1, ship1, port2 in sequence.




. Design: Background information

“2 The Daemon

The daemon is the backbone of the wallet system, designed to run continuously as a high-availability service. Its key
responsibilities include:

e Custody of Private Data — Secure management of each user's cryptographic keys and sensitive information.
e Peer-to-Peer Trading — Execution of transactions through autonomous, role-based agents acting on behalf of user interests.
e Backend Services — Exposure of APIs that support front-end applications such as CLIs, mobile apps, and GUIs.

B Command-Line Interface (CLI)

The CLI acts as a lightweight front-end for direct human interaction (Human-Machine Interface — HMI). It can be executed on any
machine—local or remote—relative to its corresponding daemon. It offers essential capabilities for controlling, querying, and
interacting with the wallet system.

€2 Graphical and Web Interfaces

Graphical user interfaces (GUIs), mobile applications, and web-based front ends can be seamlessly integrated, providing
user-friendly and purpose-specific extensions to the platform.

w Secure Communications

All communications—whether between wallets or between a CLI/GUI and its daemon—are secured using secp256k1, an elliptic
curve cryptographic standard renowned for its robustness and efficiency. This cipher, also used in Bitcoin, secures billions of
dollars daily and is one of the most heavily vetted cryptographic standards in existence.

| Efficient Data Transport

Unlike conventional solutions that rely on HTTP/HTTPS with verbose formats like XML or JSON, our platform communicates using
compact binary packets and datagrams. This design eliminates the overhead associated with format translation and reduces both
network bandwidth and CPU consumption—delivering a lean, high-performance messaging layer built for decentralized
applications.

%1 Network

% Deployment Architecture and Component Layers

Our software pipeline produces a set of relocatable components designed for deployment flexibility. These components can run as
multiple processes on a single machine—as demonstrated in this demo—or be distributed across multiple machines in production
environments to support scalability, isolation, and performance.

The architecture is structured into three conceptual layers, each represented with distinct color codes for clarity:
1. Public Blockchain Node Layer (light yellow)
These components form the foundation of the public blockchain layer. They are responsible for:

e Consensus verification, ensuring agreement across the distributed network.
e On-chain data interaction, including state queries and transaction submission.
e Cryptographic validation of transactions and evidence.

In our design abstraction, transactions are treated as evidence—verifiable records applied to financial settlements. This
perspective aligns with the broader goal of building trust-minimized systems where every action is backed by cryptographic
proof.

2. Private Trading Network Node Layer (intense yellow)

This layer encompasses the core components of our proprietary peer-to-peer trading infrastructure and privacy-preserving
wallets. It operates entirely off-chain, ensuring fast, secure, and confidential interactions.
Key elements include:

e Daemons that provide persistent services and maintain wallet state.
e Agent infrastructure responsible for executing role-based logic and negotiating trades on behalf of users.



e Wallet coordination mechanisms that manage identities, sessions, and secure data exchanges between peers.
Together, these components enable decentralized trading workflows while preserving user autonomy and privacy.

3. Human-Machine Interfaces (HMI) (green)
User-facing components such as the Command-Line Interface (CLI) and Graphical User Interfaces (GUI). These allow
human actors to interact with their wallets, manage roles, and trigger actions through intuitive interfaces.

privacy
wallet
daemon

wallet CLI privacy | \ privacy
wallet - = wallet
daemon I:II:I daemon
L M gov daemon F Y wallet CLI
(blockchain)
/ / \ Android App
wallet CLI privacy | gov daemon gov daemon privacy

wallet = (blockchaif] (blockchain) wallet
daemon I-:I:I |:|I:I daemon
\ \ / web browser

gov daesmon
(blockchain)
W h

wallet CLI privacy » d:l privacy
wallet / wallet

Custom App

daemon daemon

privacy
wallet
daemon

=] Wallet daemon process

This component is responsible for safeguarding private user data and for executing negotiators, also referred to as agents, which
act on behalf of specific roles and actors in the system.

Secure Execution and Plugin-Based Extensibility

It features a plugin-based architecture that allows seamless extensibility. New behaviors, strategies, or domain-specific logic can
be introduced by installing plugins as shared libraries.

For this demonstration, a custom set of plugins has been developed and deployed to power the participating actors. These are
installed in the following directory:

/home/gov/.katlas/wallet/trader/1ib/

root@vmlonOb:~# Is -la /home/gov/ .katlas/wallet/trader/lib/
-rwxr-xr-x 1 gov gov 194688 Jun 8 15:57 librbz-c.so
-rwxr-xr-x 1 gov gov 120800 Jun 8 15:57 librbz-p.so
-rwxr-xr-x 1 gov gov 109680 Jun 8 15:57 librbz-s.so
-rwxr-xr-x 1 gov gov 307912 Jun 8 15:57 librbz-u.so
-rwxr-xr-x 1 gov gov 154480 Jun 8 15:57 libtrader-c2p-c.so
-rwxr-xr-x 1 gov gov 153768 Jun 8 15:57 libtrader-c2p-p.so
-rwxr-xr-x 1 gov gov 153800 Jun 8 15:57 libtrader-c2s-c.so
-rwxr-xr-x 1 gov gov 144472 Jun 8 15:57 libtrader-c2s-s.so
-rwxr-xr-x 1 gov gov 156312 Jun 8 15:57 libtrader-p2s-p.so
-rwxr-xr-x 1 gov gov 156312 Jun 8 15:57 libtrader-p2s-s.so
-rwxr-xr-x 1 gov gov 240720 Jun 8 15:57 libtrader-u2c-c.so
-rwxr-xr-x 1 gov gov 245080 Jun 8 15:57 libtrader-u2c-u.so
-rwxr-xr-x 1 gov gov 154904 Jun 8 15:57 libtrader-u2p-p.so
-rwxr-xr-x 1 gov gov 149584 Jun 8 15:57 libtrader-u2p-u.so
-rwxr-xr-x 1 gov gov 160056 Jun 8 15:57 libtrader-u2u-u.so
-rwxr-xr-x 1 gov gov 292440 Jun 8 15:57 libworkflow-logistics.so




Plugin Types and Their Responsibilities

The system supports three distinct types of plugins, each serving a specific function within the architecture:

1. Plugins

These define the business logic associated with each role. The naming convention reflects the role they implement:

e C — Container

e p — Port
e s — Ship
e Uu - User

Each plugin encapsulates the autonomous behavior and decision-making logic required for agents acting under that role.

2 Plugins

These implement the protocols used by P2P agents during interactions with other roles. Protocols may be:

e Symmetric — Both peers follow the same protocol logic

o Example: iSRRI CYEIVPAVELTINSYel (User-to-User negotiation)

e Asymmetric — Each peer follows a role-specific part of the protocol

o Example: ISR AT IEIVPAEIVIEYe! (User initiating a protocol with Port)

This structure supports flexible, role-aware communication patterns between agents.

W] ibworkflow-JollHiS

These define the domain-specific objects exchanged between roles. In the context of logistics, this includes:

e Definitions for container payloads
e Certificate templates used for validation and authorization
e Other structured artifacts relevant to the domain

These plugins abstract the application layer semantics, enabling clear separation between protocol mechanics and domain data.
Plugin Placement in the Ecosystem

The following illustration provides a visual overview of where each type of plugin operates within the ecosystem. It highlights how
the libraries are integrated across the system's layers and interactions:

e 1librbz- plugins drive role-specific logic within each agent. (labels with coloured background)
e libtrader- plugins govern the protocols of interaction between agents. (labels with white background)
e libworkflow- plugins define the structured data exchanged during domain operations. (objects transmitted (lines))

This visual mapping clarifies how each library contributes to the overall coordination, negotiation, and data flow within the
decentralized network.

-
CO
APIL
libtrader-u2u-u libtrader-u2u-u
librbz-u alica libtrader-u2p-u libtrader-uzp-u | pop librbz-u
<user= Zusers
libtrader-u2c-u librbz-p _ l'brbz'_s librbz-p libtrader-u2c-u
libtrader-uzp-p libtrader-p2s-s  libtrader-p2s-s libtrader-u2p-p
O port1 O ship1 O 5 port2 O
| F o
O sport= |ibtrader-p25-p —L{E'hl = Iibtrader—pzs—p port>

O , ; libtrader-c2p-p libtrader-c2s-s libtrader-c2p-p O é
[ e A [ ]

’ O

O_\r (P_%l;: rader-c2s-c %J

libtrader-c2p-c| containert libtrader-c2p-c

. < i ,
libtrader-uz2c-c | =SQntainer= libtrader-u2c-c

librbz-c




¥ Concepts

= Ildentity

In traditional systems, identity is a mechanism used by governments and organizations to uniquely identify and track individuals or
users. Such systems exhibit the following characteristics:

e Uniqueness: Each person is assigned a single identifier (e.g., a national ID number) linked to sensitive data such as name,
address, date of birth, and photograph. This identifier is issued and recorded in a centralized ledger controlled by the
organization.

e Weak Privacy: Centralized identity systems pose significant privacy risks. If the ledger is compromised—whether by poor
security practices or external attacks—large volumes of sensitive information may be exposed. These systems represent
high-value targets and a single point of failure, often requiring expensive cyber-defense measures.

e Custodial / Non-Sovereign: Identity credentials, including digital identities based on Public Key Infrastructure (PKIl), are
typically issued and controlled by the organization. This means public/private key pairs are generated by the issuing
authority, not the individual. As a result, users lack sovereignty over their own identities from the outset, with private keys
often stored by third parties.

This traditional identity scheme is incompatible with our technology stack, which was designed after critically examining legacy
systems in search of innovations capable of advancing digital autonomy and societal infrastructure.

In contrast, sovereign wallets are built to operate exclusively in the interest of the holder, without surrendering control to third
parties. Ownership, access, and authority remain entirely with the wallet holder.

7 Personality

To distinguish our concept from conventional identity systems, we refer to it as personality—an evolved construct grounded in
digital sovereignty and privacy. It embodies the following traits:

e Multiplicity
Individuals can generate an unlimited number of personalities, similar to how Bitcoin addresses are created. Each
personality is derived by generating a large random secret (a private key), never disclosed to anyone, and computing a
corresponding public key via cryptographic means (PKI). This public key acts as the personality’s public identifier.

e Seamless Integration
This model does not disrupt existing institutions. Organizations or governments may continue to operate their ledgers,
provided they can record or acknowledge the personalities that individuals choose to disclose in online or real-world
activities.

e Sovereign by Design
The model upholds the fundamental right of autonomy and reinvention. Individuals can start anew, maintain separate
spheres of activity, and develop multiple, independent public profiles, histories, or reputations—all without centralized
oversight.

e Trade-offs and Considerations
The support for multiplicity introduces challenges for systems that rely on a one-to-one mapping between identifiers and
individuals, such as law enforcement databases or Sybil-attack-sensitive applications. However, these systems should be
redesigned to adapt—enhancing individual freedoms and privacy rather than sacrificing them in the name of systemic
convenience or safety.

v p9y
The term p9y is a numeromin—a shorthand notation formed by combining the first and last letters of a word with the number of
characters omitted in between. In this case, “p9y” represents the word “personality”.

Numeromins are a convenient way to abbreviate long terms while preserving their recognizability, commonly used in technical
contexts (e.g., “i18n” for “internationalization”).

€ Agent

An agent is an autonomous actor responsible for executing a Role-to-Role (R2R) protocol in negotiation with a remote peer. These
agents operate on behalf of specific roles within the system, driving peer-to-peer interactions.



e Each negotiation instance is called a trade and is uniquely identified by a trade ID (tid), which is shared by both parties
involved in the negotiation.

e Trades may be short-lived or persistent. In the case of longer engagements, the trade state is preserved and can be
resumed by either party at any time—even after disconnection, whether due to intentional logout or unexpected network
failure.

e Because the tid is a shared identifier, both parties can independently query or audit the state of the trade from their local
perspectives, enabling robust synchronization and traceability.
This architecture ensures continuity, reliability, and transparency in decentralized negotiations.

€. Agent View and Connection Status Indicators

The agent view is presented on screen through a dedicated widget that displays the current state of active or archived trades. Each
trade is identified by its trade ID ({=] tid), accompanied by an icon that visually represents the connection status with the remote

peer.

@ Connection Status Icons and Meanings
The icon besides tid represents the connection state with the following translation codes:

Icon | Status Code Description

@ |off Trade is archived

4, |offline Peer is not connected

& [ reqg_online In process or getting online

Y | connect_failed | Network error

connected Connection established but peer not yet authenticated
@ |online R2R protocols can securely use the connection
& | req_offline Going offline on our request
F | gone_offline Gone offline for other causes

dying In process of being archived

When a trade reaches the online @ state, it indicates that the counterparty’s identity has been cryptographically verified. At this
stage, a secure handshake has occurred involving a Zero-Knowledge Proof (ZKP), which confirms that the remote party possesses
the secret key corresponding to the expected p9y (personality), without revealing the key itself.

This ensures mutual authentication and establishes a trusted channel for executing Role-to-Role (R2R) protocols securely.

4/ Cryptographic Server Authentication Without DNS

To protect against phishing and impersonation in environments where connections are made to a raw IP address—and traditional
hostname-based TLS validation is not applicable—we employ a cryptographic challenge-response mechanism that eliminates the
need for third-party trust anchors.

Authentication Flow:

1. Challenge Issuance:
Upon connection, the client generates a unique challenge containing a random nonce and a timestamp to prevent replay
attacks.

2. Server Signature:
The server signs this challenge using its private key, associated with its known p9y (personality).



3. Client Verification:
The client verifies the returned signature using the server’s public p9y key.
o If the signature is valid, the server is authenticated and the session proceeds.
o If the signature is invalid, the connection is terminated immediately.

Security Benefits:

e Prevents impersonation even if the IP address is spoofed or DNS is bypassed.
e Ensures peer authenticity without relying on third-party certificate authorities or traditional identity infrastructure.
e Reinforces the sovereignty of the system by using self-issued p9y keys instead of external identity proofs.

This approach offers a robust, decentralized alternative to mainstream TLS/DNS identity models, preserving the core principle of
autonomy inherent in the personality-based architecture.

€ Endpoint view
In addition to the trade ID (tid), the endpoint view displays information about the remote actor’s endpoint. This data is typically

obtained from a QR code and is used to identify the actor before any connection is established or trade is initiated.

A key element in this view is the p9y field, which represents the personality of the remote actor. As described earlier, this
personality serves as a cryptographic identifier and is expected to be validated upon connection.

This allows secure, pre-authenticated interactions, ensuring the remote party can later prove ownership of their declared identity
through cryptographic means.

QR: AVrH1CE6JxGCtXaGogbr&jYKy9ZFp Wp9y: 3vK6C3B8ThEBASCSmsvPnVrepSpBp (container1)

Certificates

In the context of this system, a certificate is a digitally signed document that describes the contents of a shipment—essentially, a
formal manifest of the goods included in a delivery order.

Each certificate is:

Created by the sender

Digitally signed using their cryptographic private key
Stored in the wallet’s certificate authority (CA) directory
Attached to the container before sealing

All issued certificates are securely stored in the wallet’s local Certificate Authority (CA) directory, organized by hash-based
subdirectories for scalability and performance.

To view the list of certificate files, use the following command: jiiRsts B TR E=r-VAERBESS /A o of-Ye (S5 oV Xor-WANED oh s oI Ji8 &

or, using the wallet-cli:

ali on0b

Filenames are derived from the certificate’s hash-based ID, which appears in summaries and ledger views.
¢ The structure is designed to prevent file system bottlenecks and support high volumes of certificates efficiently.

Certs and be consulted, check wallet help, section Certificates for more functions.
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#. What It Contains
A typical certificate includes:

Document metadata (timestamp, expiry date, issuer)
Parameters (language, version, issuing authority)
Payload content: list of goods being shipped
Cryptographic signature of the issuer

Public key of the issuer for independent verification

| Alignment with Verifiable Credentials

This certificate design is conceptually and technically aligned with the W3C Verifiable Credentials (VC) standard, in the following
ways:

VC Principle How This Certificate Aligns

Issuer Identity The sender signs the certificate using their private key, verifiable by the
recipient via the sender’s public key.

Tamper-Proof Claims The content (item list, metadata) is cryptographically bound to the
signature, ensuring integrity.

Decentralized Verification  Any party with the public key (e.g., recipient or container) can verify the
authenticity of the certificate without relying on a central authority.

Selective Disclosure Certificates are only released to authorized parties (e.g., sender,
recipient), and requests from unauthorized actors (like Eve) are denied.

Extensible Schema Metadata fields (e.g., language, expiration, CA, parameters) allow
domain-specific adaptation and future expansion.

The official reference for the Verifiable Credentials Data Model standard is published by the W3C:

%’ Verifiable Credentials Data Model 1.1 (W3C Recommendation)
https://www.w3.org/TR/vc-data-model/

This specification defines the data model and associated terminology for expressing, exchanging, and verifying credentials on the
web in a secure and privacy-preserving way


https://www.w3.org/TR/vc-data-model/

M Wallet CLI

The Wallet CLI is a fast and efficient RPC client written in modern C++, providing direct control over the core wallet functionality
and its extensible components. It features a front-end plugin-based architecture, enabling the seamless addition of new
Role-to-Role (R2R) protocols as the ecosystem evolves, in parallel with the backend plugins running in the daemon.

To access the list of available commands and usage information, simply type:

For this supply chain demo, we will focus primarily on a subset of commands—especially those in the roles and trade groups.
However, to highlight the full potential of this smart wallet, the entire help screen output is included in this document. This provides
a broader view of the wallet’s extensibility and protocol capabilities.

alice@vmlonOb:~$ wallet
katlas-wallet (rpc client). Channel 0. Copyright (C)
This program comes with LIMITED WARRANTY. For details type 'show w'.
Obtain a license from KATLAS Technology.. Type 'show c' for details.
version: katlas-dj6e03fc71 main_90077c.f09438 90077caeaf9cec53dbb76263b290d712864e5f92 2025-06-07_09-14-25
monotonic versions:
deploy: 12
api_v gov: 9
api_v wallet: 13
binary serialization: 11
component brandcodes:
deployment blobs:11
rpc-client blobs:
android Zerrq9u56
console Zerrq9u56
local time: 1749328800452323032 ns since 1/1/1970
tx time shift: 15 seconds.
Build configuration: [with logs] [logdir /var/log/katlas] [optimized build]
Parameters:
channel: 0
home: /home/alice/.katlas
this is an optimized build.
warning: logs are ON. Writing files in /var/log/katlas
run rpc shell
wallet daemon at: localhost:16573
connect_for_recv 1
stop_on_disconnection 1
remote wallet is non-custodial.
Usage: katlas-wallet [options] [command]
Options:
General parameters:
-b Basic mode.
-home <homedir> homedir. [/home/alice/.katlas]
-d Runs daemon (backend) instead of an rpc-client.. [16673]
-e <edges> Max num walletd neightbours. [8]
-v <edges> Max num device neightbours. [4]
-w <workers> Threadpool size. [4]
-1lp <port> Listening Port. (-d). [16673]
-pp <port> Published listening port.. [16673]
-pin <PIN number> Connect using PIN.. [0
-c <channel> System channel. [0]
-B <connection_blob> User the given connection blob to connect to a wallet backend.
—--custodial <string> (rpc) Select custodial wallet, or '-' for non-custodial..'-"'
-log Logs in screen..
-logd <dir> Directory for writting log files..
-nolog Disable logs..
-dd <downloads_dir> Directory containing software updates blobs. [/home/gov/downloads
-n Omit field names in output. [true]
-nb Don't show the banner..
-bhost <address> us-gov IP address. [localhost]
-bp <port> TCP port. [16672]
-whost <address> walletd address. [localhost
-wp <port> walletd port. [16573]
-t <secs> RPC timeout in seconds. [5]
-wr <n> wait for n responses (push messages) before exiting. [0]

Commands :
misc: .
id Print wallet id and exit..
version Print software version..
shell Enters interactive shell. default command if no args..

cash: Query

balance <0[1]2> If detail is 0 it displays a collapsed view of accounts. 1 or 2 shows the breakd
own by account with the given level of detail.

recv_address Shows a suitable address for receiving transfers.

cash: Functions for transfering to <dest account>
transfer <dest account> <amount> <gas|coin> Source account/s will be choosen automatically.
transfer from <source account> <dest account> <amount> <gas|coin> Selectable source account.

cash: Two-step transactions
invoice <recv account> <amount> <gas|coin> [-reward <award amount> <gas|coin>] Creates an invoice (incomplete transaction).
pay <tx> Pay invoice. Complete the transaction and send it over.

cash: Coin/token creation
set_supply <address> <amount> Set or reset the coin mint balance.
mint_seal <address> Seal the given mint making a zero-inflation coin..

Transaction craft

tx new an empty transaction.

tx add section <tx> <token> a coin section in the given transaction.

tx add_input <tx> <section> <address> <amount> Creates an input in the specified section of the given transaction.
tx add _output <tx> <section> <address> <amount> Creates an output in the specified section of the given transaction.
tx make sigcode exec time <open|close> [s <section> [i <input>]* [0 <output>]* ]

=

tx decode_sigcode <sigcode b58>

tx ts <tx> <secs in future> Sets a new exec-time for the given transaction.

tx sign_input <tx> <section> <input> <sigcode> <secret key> Signs the given tx input.

tx check <tx>

tx send <tx>

tx sign <tx> <sigcodeb58>

tx decode <evidenceB58> Decode transaction.

tx decode -f <evidence blob file> Decode transaction.

keys: .

address new Generates a new key-pair, adds the private key to the wallet and prints its asoc
iated address.

address add <privkey> Imports a given private key in the wallet.

list [show_priv_keys=0]1] Lists all keys. Default value for show priv_keys is 0.

gen_keys Generates a key pair without adding them to the wallet..

mine public_key <string> Creates a vanity address containing the specified string.

priv_key <private key> Gives information about the given private key.

pub_key <public key> Gives information about the given public key.

digest <filename> Computes RIPEMD160+base58 to the content of the file.

sign -f <filename> <private key> Sign file..

sign "<message>" <private key> Sign message.

verify -f <filename> <pubkey> <signature> Verify signed file..

verify "<message>" <pubkey> <signature> Verify signed message.

encrypt -f <filename> <sender private key> <recipient public key> Encrypts file..

encrypt "<message>" <sender_private_key> <recipient_public_key> Encrypts message.

decrypt "<b58>" <sender_ public_key> <recipient private_key> Decrypts message.

hash add <hashl> <hash2> Results in RIPEMD160 (hashl, hash?2).

encode <file> Prints the content of a file in Base58 encoding..

Device pairing: B
device_id Show this device Id..
pair <pubkey> [<subhome>|-] [<name>] Authorize a device identified by its public key.




either e

with the
fi .
file
on n, or to
file or en and i ntent on

ode

y name.

Tell all
Exit t

#i in in file

at the

full-path- re e cti t in all walle Only via root wallet.
<value>]




B User: custom wrapper for wallet CLI

The User CLI is a specialized utility designed specifically for this use case. It acts as a wrapper around the core wallet CLI,
simplifying interactions by encapsulating common command patterns.

To view available commands or usage instructions, simply invoke it without arguments from any connected terminal:

Type

alice@vmlonOb: ~ Q,

alice@vmlonOb: ~ portl@vmlon0b: ~ containerl@vmlonOb: ~ shipl@vmlon0b: ~ port2@vmlon0b: ~ bob@vmlonOb: ~

AS Technology.

uperuser).

................................ shut it down

alice@vmlonO

The IR utility provides both common commands shared across all actors—for general system interaction and status
overviews—and custom action commands tailored to each actor’s specific role within the ecosystem.

This design enables a unified interface while supporting role-specific workflows in a streamlined and intuitive manner.

J Adjusting Screen Size for Optimal Display
For the best experience, ensure your terminal window is wide enough to display content properly.
Use the as a guide: Adjust the window size so that the entire line fits on a single row without wrapping or
splitting across lines.

alice@vmlonOb: ~ Q,

alice@vmlonQb: ~ portl@vmlonOb: ~ containerl@vmlonOb: ~ shipl@vmlonOb: ~ port2@vmlon0b: ~ bob@vmlon0b: ~

ATLAS Technology.

0%

Increase the window height to display the maximum amount of information without triggering scrollbars or causing flicker.
Insufficient vertical space may result in scrolling and visual disruptions that degrade usability.

* function: MBEGIA: Restart the system

The user restart command is used to reset the entire system. This is particularly useful in demo environments where the
system is configured without data persistence due to limited disk space. As a result, all processes start from a clean initial state
after each restart—ideal for repeatable demonstrations.

To execute the restart, use any terminal connection (e.g., from the alice session) and enter:
This command will shut down all active daemons (services) and then restart them.
I\ Note: This is a super-user command that affects all actors, not just the one from which it was invoked.

It can be run from any actor's session, not only alice.



After execution, the system displays a list of running daemons, confirming that all components have been successfully restarted.

The presence of eight wallet processes—including three distinct container actors, not just one—confirms that the system has
restarted successfully.

In addition, the list includes a ninth process, corresponding to the blockchain node, which operates as part of the public network
layer.

This complete set of processes ensures that all actors and core infrastructure are active and ready for interaction following the
restart.

% function: TEa@aLL: Bookmarks

Bookmarks: Preconfigured Actor Discovery

Each actor starts with a pre-configured set of bookmarks, which serve as the mechanism through which wallets become aware of
other participants in the ecosystem.

A bookmark is essentially a QR-encoded reference containing endpoint and personality (p9y) information for a known actor. It
allows the wallet to recognize and initiate interactions with peers—even before any direct contact or trade has occurred.

Bookmarks are stored in the following file, relative to each actor’s home directory:

~/.katlas/wallet/trader/bookmarks

a is an alias for the command JERIE RS T S e
outputs:

Example: Alice’s Bookmarks
When executing the user bm command from Alice’s terminal, the following output appears:

alice@vmlonOb:~$ user bm
1:'bob": gr: "2zbZkCCvRrET6KtLVd9SgkquYkUo 3FRNp6rMLL4wWVjAeCCtgCjZ2VFip "bob" u2u u " label: " icon: [0 bytes]

2: 'port1": gr: "3kdzg2ymfo3nbCHrpkjyfqY ThXHG 9mhtEQL86w9w5hfaDR5dAidZux4 "port1" u2p p " label: "p (u2p)" icon: [0 bytes]

Interpretation:

e Alice knows Bob and Port1, each identified by a bookmark that includes:
o A wallet address (network endpoint).
o A public p9y key (personality identity).
o Aname (e.g., "bob", "port1").
o A protocol identifier (e.g., u2u for user-to-user, u2p for user-to-port).
o Arole played in that protocol (u for user, p for port).

e InBob's case:
o The u2u protocol is symmetric, meaning both parties are users.
o Alice sees Bob as a peer she can securely contact via this protocol.

e Portl's bookmark includes:
o The u2p protocol, which is asymmetric (user-to-port).
o Alice plays the role u (user), and Port1 plays the role p (port).

e Optional fields:
o label: A user-defined description (e.g., "p (u2p)" for Port1).
o icon: A placeholder for graphical representation (currently [0 bytes]).




These bookmarks form the foundation for secure peer discovery and interaction in the wallet ecosystem.

The illustration highlights the portion of the bookmark used to generate the QR code—specifically the compact string containing
the wallet address, public p9y key, actor name, protocol, and role.

This encoded string serves as the complete payload for the graphical QR representation, enabling fast and secure sharing of actor
metadata for establishing trusted connections.

Equivalent QR code for the string
2zbZkCCVRrET6K2zbZkCCVRrET6KtLVd9SgkquYkUo 3FRNp6rMLL4wWVjAeCCtgCjZ2VFip "bob" u2u u

The following outputs display the preconfigured bookmarks for the remaining actors, each representing known peers along with
their associated protocol and role metadata. These entries enable secure peer discovery and interaction across the network.

Bob:

bob@vmlon0b:~$ user bm
1:'alice": gr: "zuyUMFMJapXyr8 TaTWQzrhUNPfH 3TaDdWk9s1GP8MyoCtK2NsEceabk "alice” u2u u " label: ™ icon: [0 bytes]
2:'port2": gr: "33nCR3WseaXRxyJeGYquYhju1RQ4 2rf47mCQupUfR45B3nAJelL6RVI19 "port2" u2p p " label: "p (u2p)" icon: [0 bytes]

Similarly Bob knows about his friend Alice and his nearest port port2

Port1 and Port2:

port1@vmlonOb:~$ user bm
1: 'container1”: qr: "4VrH1C6JxGCtXaGoqbr8jYKY9ZFp 3vK6C38Th6BA5C5msvPnVr6p5pBp "container1” ¢2p ¢ " label: "c (c2p)” icon: [0 bytes]

port2@vmlonOb:~$ user bm
1: 'container2": gr: "3awX71NqZrwZ1BhSiDr8oRgmfcDY 241SzCZfUAx6JkYDdu3vHxcaQLGr "container2" c2p ¢ " label: "c (c2p)" icon: [0 bytes]
2: 'container3": gr: "4HoUpiQNoQBSX3T4GYEULcjMnmNr 3gR3FREtgVbWzDp4f48MMucC97m3 "container3" c2p c " label: "c (c2p)" icon: [0 bytes]

Ship1:

shipT@vmlon0b:~$ user bm
1: 'port1": gr: "3kdzg2ymfo3nbCHrpkjyfqY ThXHG 9mhtEQL86wI9wS5hfaDR5dAIdZux4 "port1” p2s p " label: "p (p2s)" icon: [0 bytes]

2:'port2": gr: "33nCR3WseaXRxyJeGYquYhju1RQ4 2rf47mCQupUfR45B3nAJeL6RVI19 "port2" p2s p " label: "p (p2s)" icon: [0 bytes]

Initially, ports are only aware of their associated containers through preconfigured bookmarks.
In this simplified model, ports serve a dual function:

1. Logistical Role: Managing load and unload operations between containers and ships (i.e., port—ship—container
relationships).

2. Organizational Role: Acting as the owning entity or company, managing the relationship between containers and end-users
(i.e., container—user associations).

This dual role allows ports to coordinate both physical and administrative aspects of the supply chain within the demo
environment.

Finally, we observe that the ship is only aware of the two ports, each represented by a bookmark configured to initiate the
asymmetric Role-to-Role (R2R) protocol p2s (port-to-ship).

This reflects the intended design where ships interact exclusively with ports, relying on ports to coordinate container operations
and manage broader logistical workflows.

% functionIaEY:: actor dashboard

The user st command displays a dashboard-style summary of the actor’s current state. It prints a structured frame on screen
showing key information such as active trades, known peers, connection statuses, and role-specific metrics—providing a quick
overview of the actor's operational context.



2 function:TRIELRSL: actor dashboard (Live Mode)

The user watch command provides a live, continuously updating view of the actor's current state. It displays successive frames
on screen as new information becomes available.

Unlike the user st command—which performs repeated full cycles of connecting to the backend, issuing a query, and exiting (a
resource-intensive polling method)—user watch leverages an event-driven push model.

Upon invocation, the CLI sends a one-time instruction to the backend to stream updates as they occur. The CLI then remains
active, listening and displaying real-time changes, resulting in significantly more efficient resource usage.

Press CTRL-C to exit watch mode.



~/ Per-Role Screen Breakdown

We now proceed to describe the individual elements that compose the dashboard view (user st /user watch) for each actor,
categorized by role. Each role-specific screen presents tailored information relevant to its function within the ecosystem—whether
user, port, container, or ship—providing insight into ongoing trades, known peers, and operational state.

<« Role: Ship. Actors: ship1

To view the current state of the ship actor, switch to the terminal window or tab running ship1, and enter the following command:

This will display the ship’s dashboard, presenting a summary snapshot of its operational context—including known ports, active
trades, connection statuses, and any role-specific metrics related to its interaction in the supply chain.

ship1@vmlonOb: ~

portl@vmlon0Ob: ~ containeri@vmlonOb: ~ ship1@vmlonQb: ~ port2@vmlonOb: ~ bob@vmlonOb: ~

(port1)
19 (port2)

ELocation Map

port1)
9 (port2)

1] Note for Windows / PuTTY Users

Users accessing the system via PuTTY on Windows may experience a slightly degraded look-and-feel, primarily due to
limited Unicode support in the default font settings.

To improve rendering—especially for icons and layout symbols—consider installing a font with full Unicode coverage (e.g.,
DejaVu Sans Mono, Fira Code, or Noto Mono) and configuring PuTTY to use it.

This adjustment can significantly enhance the visual quality and alignment of the terminal interface.



e Ship Dashboard quick overview

Command: user st (runfromthe ship1 terminal)

This dashboard provides a live snapshot of the ship actor's status, connections, and planned itinerary. Below is a description
of each section:

e Me — Personality
Displays the ship’s unique personality (p9y) and its human-readable alias (ship1).

e [J Personality (p9y): 42ZuEdDhTuDhkyKbaEjWyH6FNdUB
e (Y Time: 47035 — a system time marker used for simulation consistency.

€ Agents — Connections with Other Actors
This section lists all known and active trades with other peers, grouped by role:

e "1 Ports:
o #0: Connected to port1, trade is active (@ online), trade ID: 2YKN.. . . AgSc.
o #7: Connected to port2, trade is active (@ online), trade ID: 3wNG . . .a1i.
o Each entry includes:
m tid: Trade ID shared between peers.
m ©2QR: Remote actor’s endpoint address.
m (J p9y: The personality (public key) of the connected port.

e [y Containers:
o Currently empty (¢) — no containers are onboard or associated.

¥ Location Map

A text-based geographic visualization of the ship's current position and surroundings:

e Ship & is shown at Port2.
e Port1 and Port2 are rendered spatially to suggest position and movement across the map.

» Navigation Status

Summarizes the ship’s current operational and navigational context:

e & << B << 71 loading:Shipis at port, currently in loading phase.
e 9 lon 9 lat 9:Simulated geographic coordinates.
e [%1 at port]:Docked status confirmed.

%1 Rinerary
Details the planned travel route:

e departure: From Port2 (including QR and p9y).
e destination: To Port1 (including QR and p9y).
e ["J indicates the direction of travel on the simulated map.

5] Activity Status
e [+%z idle]: Shipis not currently executing any active protocol or loading/unloading action.
& Cargo Summary

e o [empty]: No containers onboard at the moment.



« Ship Dashboard Detailed Overview

() Header

- %= SHIP DASHBOARD -

i e WPersonality (p9y)

Blue Header Bar
The [JJVEMEEL[E at the top of the screen serves multiple purposes:

e Identifies the current dashboard — in this case, the Ship Dashboard.
Provides a visual guide for adjusting screen width: ensure the header fits on a single line without wrapping for optimal
display.

e Credits ownership — it includes the copyright notice for the Ul.

L) Time (Emulation Clock)

The Time field reflects the current simulation time (tick). It advances at a rate of one unit per second by default. Although this rate
is configurable at the system level, it is not user-accessible through the interface—changing it requires source-level modification
and recompilation.

(J Me - Personality (p9y)
The p9y field displays the personality of the currently active actor—in this case, ship1.

e Example Output: 42ZuEdDhTuDhkyKbaE jWyH6FNdUB ship1
o The first string (42Zu. . .) is a Base58-encoded public key.
o The second part (ship1) is a moniker, a human-readable label assigned to the key by the actor.

This identity represents "me" within the current wallet context, as the CLI is running under ship1.
Personality Storage

Each actor's default personality is stored in: ~/ . katlas/wallet/trader/personality
While this value is used by default in most interactions, it can be overridden dynamically by:

o The trading agent
o The R2R protocol in use
o Other programmable or contextual conditions

This design allows for identity flexibility in multi-role or multi-context scenarios.

€ Agents View

o9mh tEQLE6WIWS Al (port1)

2rf47mC Ale 19 (port2)

The Agents section of the dashboard presents a categorized list of ongoing or potential peer connections. For the ship1 actor,
only two categories are relevant:

e 771 Ports — with which the ship negotiates loading/unloading operations.
e Iy Containers — which may be onboarded or offloaded (empty in this case, indicating no active container trades).

Each agent entry includes the shared trade ID (tid), QR-derived endpoint information, and the peer’s personality (p9y). The
connection status (e.g., @ online) gives an at-a-glance view of whether secure negotiation is currently possible.



t=] Shared Trade Context via tid

Each Role-to-Role (R2R) trade is uniquely identified by a tid, which is shared between both parties. This allows for symmetric
access to trade state and logs, enabling full traceability from either side.

For example, the ship ship1 and port port1 share the trade ID: ChdEx3gcuiT84AgyxrelwcMWCuu

This trade can be inspected on both sides by executing the same command:

Ol kNN allet trade ChdEx3gcuiT84AqyxrelTwcMWCuu show data

ship1@vmlon0Ob:~$ wallet trade ChdEx3gcuiT84Aqyxre1wcMWCuu show data
Data:
‘activity': 1749393641250318901
'bootstrapped_by'": 4M4ciabTzKREsvXdDXfpFnzfY8Kz
'chat_script": 0
'created”: 1749325044898835784
'data_generated': 1749393641250463211
'datadir': /home/ship1/.katlas/wallet/trader/trade_data/ChdEx3gcuiT84Aqyxre1wcMWCuu
'datasubdir’: ChdEx3gcuiT84AqyxreTwcMWCuu
'homemode: me/peer
'ico: N
'initiator": Y
'lang: en
'local__doctypes_consumer"
'local__doctypes_producer":
'local_endpoint’: 4M4ciabTzKREsvXdDXfpFnzfY8Kz anonymous
'logfile’: /home/ship1/.katlas/wallet/trader/log/trade_1749325044898835784_ChdEx3gcuiT84AqyxreTwcMWCuu
'logo: N
'my_moniker': ship1
'my_personality’: 42ZuEdDhTuDhkyKbaEjWyH6FNdUB
'online_age": 19:03:16
‘parent_tid": ChdEx3gcuiT84AqyxreTwcMWCuu
‘peer_moniker": port1
'peer_personality': 9mhtEQL86w9w5hfaDR5dAidZux4
'peer_protocols': 0
'‘pphome’: /home/ship1/.katlas/wallet/trader/p2s/s/42ZuEdDhTuDhkyKbaEjWyH6FNdUB/9mhtEQL86w9w5hfaDR5dAiIdZux4
‘protocol’: p2s s
‘grs" N
'remote__doctypes_consumer":
'remote__doctypes_producer":
'remote_endpoint": 3kdzg2ymfo3nbCHrpkjyfqY1ThXHG 9mhtEQL86w9w5hfaDR5dAidZux4 "port1"
'remote_ip4": 34.39.80.254:16773
'roles: N
'state’: online
'trade_state": 1

oilefeladMVallet trade ChdEx3gcuiT84AqyxreTwcMWCuu show data

port1@vmlonOb:~$ wallet trade ChdEx3gcuiT84Aqyxre1wcMWCuu show data
Data:
‘activity': 1749393941302111855
'bootstrapped_by': 4M4ciabTzKREsvXdDXfpFnzfY8Kz
‘chat_script: 0
‘created': 1749325044950217104
'data_generated': 1749393941302161505
'datadir': /home/port1/.katlas/wallet/trader/trade_data/ChdEx3gcuiT84Aqyxre1TwcMWCuu
'datasubdir': ChdEx3gcuiT84AqyxreTwcMWCuu
'homemode': me/peer
'ico: N
'initiator': N
'lang": en
'local__doctypes_consumer":
'local__doctypes_producer":
'local_endpoint: 3kdzg2ymfo3nbCHrpkjyfqYThXHG anonymous
'logfile: /home/port1/.katlas/wallet/trader/log/trade_1749325044950217104_ChdEx3gcuiT84AqyxreTwcMWCuu
logo: N
'my_moniker": port1
'my_personality’: 9mhtEQL86w9w5hfaDR5dAidZux4
‘online_age": 19:08:16
‘parent_tid": ChdEx3gcuiT84AqyxreTwcMWCuu
‘peer_moniker': ship1
‘peer_personality': 42ZuEdDhTuDhkyKbaEjWyH6FNdUB
'peer_protocols": 0
'‘pphome’: /home/port1/ katlas/wallet/trader/p2s/p/9mhtEQL86w9w5hfaDR5dAidZux4/42ZuEdDhTuDhkyKbaEjWyH6FNdUB
‘protocol’: p2s p
‘qrs N
'remote__doctypes_consumer":
'remote__doctypes_producer"
'remote_endpoint’: 4M4ciabTzKREsvXdDXfpFnzfY8Kz 42ZuEdDhTuDhkyKbaEjWyH6FNdUB "ship1"
‘remote_ip4": 0.0.0.0:0
‘roles”: N
'state”: online
'trade_state": 1




:| Interpreting the Trade Data
The output of the show data command reveals detailed information about the trade session:

e Protocol:

o Onship1:p2s s (ship role in port-to-ship protocol)

o Onportl:p2s p (portrolein same protocol)
e State:

online — mutual cryptographic authentication has succeeded; agents are ready for protocol execution.

e Endpoints:

o local_endpoint: Address of the wallet issuing the command.

o remote_endpoint: Address of the peer wallet.
e Personalities:

o my_personality/peer_personality: Each actor's p9y (public key identity).

o my_moniker /peer_moniker: Human-readable names.
e Timestamps:

o created: Trade session creation time.

o activity/data_generated: Latest activity timestamps.
e Connection Metadata:

o online_age: Duration the trade has been in the online state.

o logfile: Path to the session log.

o datadir: Location of trade-related storage.
e Role-based home paths (pphome):

Structured directory paths segregated by role pairing (p2s/s/ ... on ship, p2s/p/ ... on port).

This shared access to trade metadata empowers both parties with verifiable, decentralized state synchronization, while
maintaining full control over their respective records and logs.

The table below provides a side-by-side comparison.

Field ship1 port1
actor ship1 port1
protocol p2s s p2s p
state online online
initiator Y N
my_moniker ship1 port1

my_personality

427uEdDhTuDhkyKbaEjWyH6FNdUB

9mhtEQL86WIwWShfaDR5dAIdZux4

peer_moniker

port1

ship1

peer_personality

9ImhtEQL86WIWShfaDR5dAIdZux4

42ZuEdDhTuDhkyKbaEjWyH6FNdUB

local_endpoint

4M4ciabTzKREsvXdDXfpFnzfY8Kz anonymous

3kdzg2ymfo3nbCHrpkjyfqYThXHG anonymous

remote_endpoint

3kdzg2ymfo3nbCHrpkjyfqYThXHG "port1"

4M4ciabTzKREsvXdDXfpFnzfY8Kz "ship1"

remote_ip4 34.39.80.254:16773 0.0.0.0:0

pphome /home/ship1/.katlas/.../p2s/s/42Zu.../9mht... /home/port1/ katlas/.../p2s/p/9mht.../42Zu...
logfile /home/ship1/.katlas/.../log/trade_..._ChdEx... /home/port1/ katlas/.../log/trade_..._ChdEx...
datadir /home/ship1/.katlas/.../trade_data/ChdEx... /home/port1/ katlas/.../trade_data/ChdEx...
online_age 19:03:16 19:08:16

Note: The reason the remote_ip4 field appears as 0.0 .0.0 :0 on the non-initiator side (also known as the follower) is because
only the initiator is responsible for resolving the IP address of the remote party.
The follower simply accepts incoming connections and does not perform active resolution.



« Location map

The Location Map provides a visual and textual representation of the ship’s current geographic position, its planned route, and its
operational status.

Displays the ship’s coordinates (latitude and longitude).

Highlights whether the ship is in transit or moored at a port.

When docked, it shows whether the ship is currently loading or unloading containers.

The route plan includes the departure and destination ports, offering context on the ship’s role within the current logistical
flow.

This map helps situational awareness and enables operators or observers to track the ship’s movement and state at a glance.

o« Activity status

The Activity Status indicates what the ship's manager (captain) is currently doing within the system. It reflects real-time operational
behavior beyond simple movement.

Possible States:

Icon Status Description
1%z idle The ship is not performing any special operation beyond sailing or waiting.
= A contacting_departure_port [ Initial handshake with the departure port. Occurs only once at system startup

to bootstrap trades.

= contacting_destination_port | Initial handshake with the destination port. Also part of trade bootstrapping.

) 4 error An error occurred—manual or automated intervention may be required.

.=] State Descriptions
This diagram represents a cyclical state machine modeling the operational lifecycle of a cargo ship or similar logistics entity
handling containers. Here's a breakdown of the states and transitions:

H(Inading cantainers]
transit I
4( unloading cantainers)

1. loading containers
o Theinitial and recurring state.
o The ship is actively onboarding containers.
o This occurs at the origin port before departure.




2. transit
o Indicates the entity is in motion—i.e., the ship is sailing between ports.
o No load/unload actions occur during this phase.

3. unloading containers
o The system is offloading containers at the destination port.
o Marks the completion of a delivery segment.

4. Return Transition to loading containers
o After unloading, the system loops back to begin the cycle again, ready to take on new cargo.

« Cargo
The Cargo section is the final element in the ship's dashboard. It lists all containers currently onboard the vessel.
Each entry typically includes:

e The container identifier
e Its associated metadata (e.g., sender, recipient, contents) if available

If no containers are currently loaded, this section will display an empty symbol (¢), indicating the ship is either awaiting cargo or
has completed unloading.

This view provides a quick overview of the ship's load status and is essential for tracking logistics across the supply chain.

With no containers on board the view is:

p 3vK6C3BThEBASCOSMsSYPNVrépSpBp "containerl”

watch

You can now type TSRIELall to observe the live activity of the ship as it begins its patrolling routine. Although it is not yet
carrying any cargo, containers will begin to be dispatched shortly, and their appearance will be reflected in real time.

To exit watch mode at any time, press CTRL-C.

®® Screencast

You can watch a screencast recording showing the ship eventually picking up a container from Port2 and delivering it to Port1.

""" 1

1 §J din m TR
|: @ Ship dashboard
E i\ >

“ © KATLAS-PoC-SupplyChain-DEMO__Ship1
=== https://www.youtube.com/watch?v=MtBgG4zU0z8&list=PLxosfKOTg_rWlddsjz4Nad40EJmMgIM5G&index=4



https://www.youtube.com/watch?v=MtBgG4zU0z8&list=PLxosfK0Tg_rWlddsjz4Nad40EJmMgIM5G&index=4
https://www.youtube.com/playlist?list=PLxosfK0Tg_rWlddsjz4Nad40EJmMgIM5G

"L Role: Port. Actors: port1, port2

To begin exploring the functionality of a port actor, open the terminal window for either port1 or port2 and enter the following
command:

user st

- porti@vmlon0b: ~

manic_beret@starchip: ~ portl@vmlonOb: manic_beret@starchip: ~ shipl@vmlonOb: ~ manic_beret@starchip: ~ manic_beret@starchip: ~

1537; (@ Online AI chat is available for users.)

SHAMHTFMfHzXM EPQR: 4M4ciabTzKR fpFnzfyakz Wpo 2ZuEdDhTuDhkyKbaEjWyHEFNdUB (ship1)

9zZFp Wp9y: 3vK6C38ThEBASCSmMsVPNVrép5pBp (containeri)

B Activity

porti@vmlonOb:~$ _

This displays the Port Dashboard, offering a structured view of the port's current operational state. Here's a breakdown of the key
sections:

{J Header

The header and Agents sections are similar to those found in the Ship Dashboard, with one notable addition: ¢ Online Al chat is
available for users.

@ All agents are equipped with an online chat interface connected to automation hooks. For port roles, this feature includes
ChatGPT integration, allowing the port to respond intelligently to user queries.

We'll explore this interactive capability later in the demonstration.
€ Agents

ps
s Btid: @3nhxusPGQh FSHAMHTFMfHzXM £30QR: 4M4ciabTzKREsv XfpFnzfY8Kz "p'E?j,-': 42ZuEdDhTuDhkyKbaE jWyHEFNdUB (ship1)
ntainers

This section reflects all active and known interactions between the port and other actors—specifically ships, containers, and users.
Each interaction is managed by a dedicated agent executing a Role-to-Role (R2R) protocol, with the current status displayed here.
All interactions with ships, containers and users, which are managed by the respective agent running the corresponding R2R
protocol, are reflected in this section.

J Port Role Responsibilities
Ports are programmed to carry out two distinct categories of activity:

1. & Container Handling
2. & Ship Operations

Ports have been coded to perform two separate activities: Container Handling and Ship operations.
The section in the dashboard representing que Handling pipeline is named Handling queues. It has 4 sections where containers are
allocated according to their handling state.



7L Handling Pipeline

Container queues initial status (Port1):
: 3vK6C38ThBBASCSmMsSVPNVrepSpBp (containeri)

@[
Opened - loading/unloading (0)

@[ ]

IR : NgZrwZ1B ILGr (container2)
® ©QR: 4HoUpiQNoQBSX3 : 3gR3FREtgVbWzDp: cC97m3 (container3)
@ Available (0)

The handling pipeline is composed of four container queues, each representing a stage in the container management lifecycle
within the port. These queues support the port’s responsibility of tracking, scheduling, and coordinating container activity.

Queue Purpose

Stock — new | New unregistered containers awaiting until demand needs them

D Available Containers ready for dispatch or assignment
Reserved Containers reserved for specific users
@ Opened Containers currently in the process of loading or unloading

&= 1. Stock Queue - Initial Registration

This queue is preloaded at startup with the list of containers the port is aware of.
The source of this information is the port’s bookmarks file, which includes references to known containers.

Example configuration:

port1 starts with one container. container’
port2 starts with two containers: container2, container3

These containers are visible in the Stock — new section until further handling actions are taken (e.qg., reservation, assignment,
loading).



~ Handling & Operations Pipeline State Machine

| stock I ::II available Ili
W

}II departures ::@

This state machine illustrates the lifecycle of containers managed by a port. It distinguishes two main pipeline stages:

e Handling pipeline (in yellow) — covers all stages prior to sealing a container.
e Operations pipeline (in blue) — involves containers that are sealed and scheduled for movement (arrival or departure).

Handling Pipeline (Yellow States)

This section manages non-sealed containers, handling their preparation and readiness for operations.

+ stock

Initial state for all containers defined in a port's bookmarks.

Containers in this state have never been contacted by the port.
Considered orphan: no owner, no assigned user, not ready for operation.
Accessible from the wallet but inactive.

Transition:

When a user request arrives and no container is available, the port bootstraps a container from stock by contacting it. This first
contact establishes ownership, moving it to available.

+ available

e Containers in this state are ready for assignment.
e Awaiting user demand.

e Represents containers the port has successfully contacted and can operate.

Transition:

e On userreservation: moves to reserved.
e |[f loading/unloading is cancelled: may return here from opened.

¢+ reserved

e Containers have been allocated for a specific operation (i.e., user request).
e Not yet engaged in active transfer.

Transition:

e When loading/unloading begins (i.e. user accepted the container): moves to opened.

+ opened

e Container is actively being handled: either loading or unloading.
e Considered under active physical or protocol-level manipulation.

Transition:

e On completion and sealing: moves to departures or arrivals (operations pipeline).
e |f operation is aborted: may return to available.



Operations Pipeline (Blue States)
These states are used for sealed containers, i.e., those that are finalized for shipping.
+ departures

e Container is sealed and awaiting departure on a ship.
e This is a terminal preparation state before actual transit.

¢ arrivals
e Container has arrived and is queued for post-arrival handling (unsealing process).
Transition:

e Onunsealing: moves to opened (operations pipeline).
J- Container Readiness & Bootstrapping

e |favailable is empty when a user request arrives, a new container is bootstrapped from stock.
e Bootstrapping is performed by initiating contact; the first port to do so becomes its registered owner and current manager.
e This process activates the container, promoting itto available.

1 Operations Pipeline

ation gqueues
- B Departures (0)
20 1

. B Arrivals (0)

20 ]

The Operations Pipeline manages sealed containers—those that are finalized and ready for physical movement. It consists of two
queues:

« Departures

e Fed directly from the Handling Pipeline once a container has been sealed during the loading process.
e Represents containers that are ready to leave the port, awaiting pickup by a scheduled ship.
e These containers have completed all preparatory steps and are in a finalized state.

« Arrivals

Fed by incoming ships delivering containers to the port.
Contains sealed containers that have been offloaded and are now awaiting post-arrival processing (e.g., unpacking,
reassignment, or inspection), in our basic model, just waiting to be unsealed.

e These containers are ready to be transitioned back into the handling pipeline once unsealed.



=] Interactions

This section presents a set of sequence diagrams that illustrate the message flows and corresponding actions triggered by agents
during container and trade operations.

Departures

User Port Container

'

|

|

|

[

: Resolve Container availability
| :'
|

|

|

|

|

|

svec_assign_container

assign_duty

A 4

|

|

L

|

|
connect

.

svc_container_accepted

|
|
<
|
| Container reserved

i

P report_status <loading=>
|
|

report_status <sealed=

»

container to departures queue

This sequence diagram illustrates the process of assigning a container for departure operations, initiated by a user and
coordinated by the port.

|

|

|
| |
I |
| |
| |
| |
| |
| |
| |
| |
: Container opened :
I |
| |
I |
I |
I |
| |
I |
I |
I |
| |

1. User — Port: svc_assign_container
The user requests the port to assign a container for outbound use.
2. Port:
o Resolves container availability (checks the available queue, bootstraps from stock if needed).
o Assigns the task to a specific container using assign_duty.
3. Container —User: connect
The Container establishes a secure connection with the User.
4. Port — User: svc_container_accepted
The user is notified that the container has been successfully assigned.
5. Port:
o Marks the container as reserved.
o Waits for status updates from the container:
m report_status <loading> — loading has begun
m report_status <sealed> — containeris sealed and ready
6. Port:
o Once sealed, the container is moved into the departures queue, completing the pre-departure process.



Arrivals

Ship Container 1..n Port

svc_set_manager (port) _ |

>

|
svc_unload_cargo

I A

|

| | to arrivals queue
|
|
|

svc_cargo_unloaded

|

|
N i |
I SV Iﬂaﬂ carqo I
; - =3 P
| | |
| | . svc_set_manager (ship) |

4

| | [
: : I flush departures queue
| | P
| | [
I svc_cargo_loaded I
[ i i
| |
| |

|
|
This sequence diagram models the Arrivals process, showing how containers are offloaded and new ones are loaded between a
ship and a port.

1. Ship Sets Port as Manager

e svc_set_manager (port):The ship tells each onboard container that the port is now their new manager, preparing them
for disembarkation.

2. Unloading Cargo

e svc_unload_cargo: The container initiates the unloading process to the port.
e The port receives the cargo and places the container into the arrivals queue.
e svc_cargo_unloaded: The container confirms that the unloading process has completed.

3. Loading Cargo

svc_load_cargo: A new container is loaded from the port onto the ship.

svc_set_manager (ship): The port sets the ship as containers new manager for the journey.
The port then flushes the departures queue, finalizing the handoff of the container.
svc_cargo_loaded: The port confirms the cargo has been successfully loaded onto the ship.

@ watch
You can type at any time TSRieLall to observe the live activity of the port. To exit watch mode, press CTRL-C.

®® Screencast

You can watch a screencast recording showing the port1 activity during a single delivery from Alice to Bob.

o KATLAS-PoC-SupplyChain-DEMO__Port1
https://www.youtube.com/watch?v=NwZzZUI1UQI8g&list=PLxosfK0Tg_rWlddsjz4Nad40EJmMgIM5G&index=2



https://www.youtube.com/watch?v=NwZUl1UQI8g&list=PLxosfK0Tg_rWlddsjz4Nad40EJmMgIM5G&index=2
https://www.youtube.com/playlist?list=PLxosfK0Tg_rWlddsjz4Nad40EJmMgIM5G

W/ Role: Container. Actors: container1, container2, container3

To begin exploring the behavior of a container actor, log in to the terminal session of container1, container2, or container3,
and run:

user st

v containerl@vmlonOb: ~

manic_beret@starchip: ~ portl@vmlonOb: ~ container1@vmlon0b: ~ shipl@vmlon0b: ~ port2@vmlonOb: ~ manic_beret@starchip: ~

nading/unloading)]

containeri@vmlonOb: ~$

This dashboard provides detailed information about the container’s identity, current handlers, operational state, and cargo.

() Header

- @ CONTA 2 D
® Me: WPersona

Shows the container's personality (p9y) and its human-readable moniker.
Example: 3vK6C38Th6BA5C5msvPnVrép5pBp container

) Time: 12813 indicates the simulation time tick.

€ Agents
The first two sections, header and agents, have analogous descriptions.

We can observe that container1 has not yet established contact with any other actor—neither ports, ships, nor users appear in its
agents list. This is expected and consistent with its current state: it resides in the stock queue of port1, meaning it has not yet
been bootstrapped or assigned.

At this stage, the container is in a “just manufactured” condition—recognized by the system, cryptographically initialized, and ready
for activation, but still unclaimed and inactive within the logistics workflow.

W Section stakeholders




W Stakeholders Section
This section lists external actors that play key roles in the container's lifecycle. These include:

e 3y Owner - The entity that claims long-term custody.

e [ Manager — The entity currently authorized to issue commands.
e ® Sender - The customer initiating a shipment.

e @ Recipient - The final destination party, revealed at sealing time.

Initial (Orphan) State

In the current orphan state, the container has not been contacted by any actor and thus shows no stakeholders. This is consistent
with its presence in the stock queue at port1.

Upon first contact by a port, the container will:

e Permanently assign that port as its owner—similar to imprinting, like a newborn recognizing its guardian.
e Temporarily assign the same entity as its manager.

I\ In this prototype model, the owner never changes once set, but the manager may change over time—particularly
when the container travels between ports and ships.

g Manager Authority

The container will only respond to instructions from its current manager, and will ignore commands from any other actor. This
enforces a strict trust model and helps prevent unauthorized manipulation.

The most critical instruction a manager can issue is to assign a duty to the container—triggering the start of a transaction with a
new customer. When this occurs:

e The sender is registered as part of the container’s stakeholder list.
e The recipient is later revealed by the sender at the moment the container is sealed.

W Section Activity

In this implementation, containers do not engage in significant decision-making. All state transitions are event-driven, so the activity
status remains consistently idle through.

This section displays the container’s current operational state, selected from a predefined set of three lifecycle stages:

e available
e opened
e sealed

The container’s current state is visually indicated by a green highlight bar.



State Machine Overview

1

The diagram illustrates valid transitions between states, forming a simple yet expressive lifecycle:

® Available

e The container is off-duty, in a waiting state.
e Itis not yet assigned to a sender or recipient.
e Can be selected by a port to fulfill a new duty.

« Opened

e The container has been assigned a duty by its manager.
e Two possible scenarios depending on direction:

o If sending: the sender is currently filling the container with goods.

o If receiving: the recipient has been granted access to unseal and unload.
e This state ends when the sender seals it, or the recipient finishes unloading.

. Sealed

e The container is sealed and protecting its contents.
e |t can only be unsealed by the registered recipient, who was assigned by the sender at the moment of sealing.
e Any other actor attempting to unseal will be ignored.

This event-driven state machine emphasizes security, clarity of authority, and data integrity, while keeping the container’s internal
logic simple and deterministic.

W Section Payload

The Payload section displays the list of items currently loaded into the container. These items are added by the sender while the
container is in the opened state.

Each item is represented by a digital certificate, conforming to the Verifiable Credentials standard. These certificates are:

e Signed by the sender, serving as a declaration of the contents.
e Intended to describe the physical goods that have been loaded.
e Tamper-proof and cryptographically verifiable.

In future, more advanced implementations—such as those including a regulator role—these certificates may be issued or
co-signed by recognized authorities, ensuring legal or regulatory compliance.

This design ensures that the payload is both digitally accountable and secure, aligning with decentralized trust models and
future-ready supply chain standards.



gai Screenshots for other statuses

The following screenshots illustrate how the container dashboard appears when the container transitions through the opened and
sealed states.

These views highlight changes in:

e The state indicator, reflecting the current lifecycle stage
e The payload section, which evolves as items are added and the container is sealed
e The stakeholders, showing updates such as the assignment of sender and recipient

These snapshots help visualize the container's behavior as it moves from active handling to secured transit.

h containerl@vmlonOb: ~

alice@vmlonOb: ~ manic_beret@starc... containeri@vmilon... manic_beret@starc... manic_beret@starc... manic_beret@starc... manic_beret@starc...

MFMJapXyrs aDdwk9s1GP

(port1j
port1)

containe

- container1@vmlonOb: ~ Q

alice@vmlonOb: ~ manic_beret@starc... containeri@vmlon... manic_beret@starc... manic_beret@starc... manic_beret@starc... manic_beret@starc...

- @ con
B Me: @

mfo3nbCHrpkjyfqy 1t Wpo

)zrhUNPTH Wpoy CtK2 bk (alice)
vdosgkquykUo Wpa JFRNp# jAeCCt; 2VFip (bob)

containe




=] Interactions

Sequence diagram illustrating the exchange of messages

container port ship user(sender) user(recipient) user(evil)
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|
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This sequence diagram illustrates the complete lifecycle of a container transaction, from assignment and sealing to delivery and
unsealing, involving all key actors: container, port, ship, sender, and recipient.

=] Summary of Key Phases
1. Assignment & Sealing

e A port or a Ship resets container’s new manager at convenient times (unload/load ship)
e The sender initiates seal_container, locking in the payload and recipient identity.
e The container confirms it is sealed.

2. Transit Notification

e The container notifles recipient that a sealed container is coming.
e Status updates are propagated to maintain state awareness.

3. Certificate Exchange

e Several actors (including recipient) request certificates for verification (e.g., delivery proof).



e Valid requests are granted; invalid ones are explicitly denied.

4. Arrival & Unsealing

e Once arrived, the container receives unseal_container from the authorized recipient.
e Upon successful validation, it confirms with confirmed_unsealed.

Highlights

e Strict access control: only the assigned recipient can unseal.
e Verifiable credentials exchanged to assert authenticity and permissions.
e Shows privacy-preserving design, where sensitive roles (like recipient) are container-managed and not port-visible.

@ watch

You can type at any time TSRIELell to observe the live activity of the container. To exit watch mode, press CTRL-C.

®® Screencast

You can watch a screencast recording showing the container1 activity during a single delivery from Alice to Bob.

W) Container dashboard

© KATLAS-PoC-SupplyChain-DEMO__Container1
https://www.youtube.com/watch?v=Vby933RDIx4&list=PLxosfKOTg_rWlddsjz4Nad40EJmMgIM5G&index=1



https://www.youtube.com/watch?v=Vby933RDlx4&list=PLxosfK0Tg_rWlddsjz4Nad40EJmMgIM5G&index=1
https://www.youtube.com/playlist?list=PLxosfK0Tg_rWlddsjz4Nad40EJmMgIM5G

@ Role: User. Actors: alice, bob

For this walkthrough, we'll impersonate alice, but the behavior and dashboard layout apply identically to bob or any actor running
under the user role.

« Note: The term user is used both to describe the role (e.g. actor type: user) and the CLI wrapper utility named user,

which interfaces with the wallet. Despite the name overlap, context should make their usage clear.

To access the user's dashboard, run the following command from alice's terminal:

user st

alice@vmlonOb: ~

alice@vmlon0b: ~ port1l@vmlon0b: container1@vmlon0b: ~ shipl@vmlonOb: ~ port2@vmlonOb: ~ bob@vmlonOb: ~

earest Port:E30R: 3kdzg2ymfo3nbCHrpkjyfqy1hxHG Wpoy: omhtEQLE86wowShfaDRSdAidZuxd (port1); @Time

(J Header

Ti Mearest Port:§3QR: 3k 2ymfo3nbCHrpkjyfgY1hXHG Wp9y: 9mhtEQLE6wW faDR3dAL1dZuxd (portl);

As with other roles, the header section displays the user’s personality (p9y) and the current simulation time tick.

In addition, for the user role, it also shows the endpoint of the nearest port, which is determined from the user's bookmarks file.
This helps the user identify the primary logistics node they are expected to interact with when initiating or receiving container
operations.

€ Agents

This section displays the active connections and known peers the user is interacting with. These include:

e Other users (e.g. recipients or senders in peer-to-peer exchanges)
e The nearest port
e Any containers currently being sent or received

These connections are managed automatically by wallet agents and reflect the live state of role-to-role protocols.

@ User Activities
Users are responsible for two parallel management workflows:

1. & Container Management
o QOutgoing containers prepared for shipment
o Incoming containers arriving for unsealing and receipt

2. Order Management

o Creating new shipment requests
o Tracking the fulfillment and delivery of their orders

These activities are reflected in the dashboard through agent status lines and summarized under their respective sections.



@ Container Manager (CM)

Container management. S5tatus

This

widget displays two internal queues used to track container flow from the user’s perspective:

Outbound queue: Containers being prepared for shipment
Inbound queue: Containers arriving from other users, awaiting unsealing

%’ Outbound Workflow Logic

As orders accumulate for a given recipient:

1.
2.
3.

4.

When at least one order is registered for a recipient, the Container Manager engages the port to procure a container.

The container, once assigned and opened, will appear in the outbound queue, marked with state opened.

When two or more orders are accumulated for the same recipient (a fixed threshold for this demo), the container will
automatically be sealed.

Upon sealing, the container leaves the user’'s scope and transitions to the departure queue of the nearest port, beginning its
physical journey.

The status field in the Container Manager widget reflects the current step within the user’s container-related activity. Each state
models a distinct stage in the lifecycle of outbound or inbound container interaction.

Icon State Name Description
1%z idle No current task; awaiting new activity
- allocating_container Ensuring every send order has a corresponding container in the outbound queue
= contacting_port Requesting a new container from the nearest port
W . sealing_container Sealing a container and handing it over to the port
. unsealing_container Unsealing a received container from the inbound queue
y
Wl collect_items Retrieving the payload from an open inbound container

&) Timing Behavior

Each status is artificially extended across several ticks to simulate operational delays and enhance observability for humans
monitoring the system.

Note: These delays are simulated only—the system is idle during this time and not consuming CPU cycles.
This same behavior applies to Order Manager statuses as well, ensuring consistent user experience across modules.



@ Order Manager (OM)

" management. Status

Send Order: Represents the intention to dispatch goods to a specific recipient.
Receive Order: Represents the expectation of receiving goods from a specific sender.
Status of the Order Manager can be any of:

Icon Status Name Description

7% idle No current activity.
e @ | contacting recipient Initiating communication with the intended recipient.
¢ @ | chat with recipient Engaged in a conversation to agree on delivery details.

W - | waiting for container Waiting for the Container Manager to assign a container for this order.

W< |loading container Transferring the items listed in the order into the assigned container.

¥

D

Order Ledger

The Order Manager (OM) maintains a structured ledger that records all orders initiated or expected by the user. Each ledger entry
represents a send or receive order and includes its associated order status, which reflects the current progress in the delivery
workflow.

Below is an example of the ledger containing a send order entry:

® [vaitin

3FRNp6rML

This entry represents Alice’s intention to send a container of goods to Bob. At this stage, the container and port of arrival have not
yet been assigned, and the order remains in the waiting state.

The following ledger entry represents a receive order. It tracks the expectation of receiving goods from another user. Once the
sender and recipient have finalized the delivery agreement, the order advances to the agreed with sender state:

In this case, Bob is expecting a container from Alice. The pickup is arranged at port2, and the container assignment is still pending.



@ Order status

Each order in the ledger, whether a send or receive order, progresses through a defined set of statuses managed by the Order
Manager (OM). Below is a comprehensive list of possible states:

% Symbol Status Applies to Description
- waiting send Order has been queued; OM will begin processing shortly.
20 agent dealing with recipient send OM is initiating a connection with the recipient.
HHe waiting chat send Waiting for the recipient to join the chat.
L P ] chat with recipient send Negotiation in progress via chat session.
| B4 ] agreed with recipient send Recipient has accepted the delivery terms.
[ XX ] agreed with sender recv Sender has committed to sending the goods.
- waiting for container send OM is waiting for a container to be allocated by CM.
N’ ready to load send Container is assigned and ready to receive goods.
- loading send OM is busy loading items into the container.
N’ payload in container send Goods have been successfully placed in the container.
& container sealed and in transit | send/recv | Container has been dispatched and is en route.
w— O ready for collection recv Container has arrived at destination port, ready to be opened.
e P Opening sealed container recv OM is processing the unseal and unloading steps.
‘ delivered send/recv | Final state: goods delivered and order marked as complete.
X error send/recv | Order failed or was cancelled due to an error or peer
disagreement.

/=1 Interactions

This section presents a series of sequence diagrams that illustrate the messaging protocols and role-to-role negotiations that take

place as part of the delivery workflow.

Users agreement - Dialogue Flow

Delivery agreement
dialogue

alice

[= 8
L
E..
m
2
o
1]
=t
=
n

This sequence diagram illustrates the delivery agreement dialogue between two users—Alice (sender) and Bob (recipient). It
models the peer-to-peer negotiation process involved in setting up a send order.

Messages

1. agree_send_items
o Alice initiates the delivery request, offering to send items to Bob.
2. delivery_details




o Bob responds with delivery details, confirming his availability and preferences (e.g., preferred port, delivery terms).
3. cancel_order (optional, dashed)
o If Bob decides to reject the delivery, he can cancel the order. This is represented as an optional termination path.

W Hire a Container — Interaction Flow

Hire a Container

user port

I
I
|  assign_container
I
I

> assigned_container

container_accepted

—_—— YN

This sequence diagram illustrates the interaction between a user and a port when requesting to hire a container. It represents part
of the outbound logistics process managed by the Container Manager (CM).

Messages

1. assign_container
The user requests the port to provide a container suitable for fulfilling one or more send orders.
2. assigned_container
The port selects and assigns an available container, responding with its identity and connection details.
3. container_accepted
The user acknowledges receipt of the container assignment, confirming readiness to proceed with loading.

[4 Contextual Role
This exchange is triggered automatically when:

e A user has a pending send order, and
e No container is yet associated with that recipient

4/ Open/Seal Lifecycle — Role User Message Flow

Open/Seal lifecycle

sender container recipient

seal_container

confirmed_sealed

confirmed_sealed

container_has_arrived

container_has_arrived

unseal_container

confirmed_unsealed

confirmed_unsealed

A AT T AT
_____"__f_"_______"_J___
————y_ ¥y _



This sequence diagram illustrates the full Open/Seal Lifecycle of a container, highlighting the message flow between the sender,
container, and recipient.

Messages

seal_container

e |Initiated by the sender to finalize the container contents and lock it.
e Marks the transition from opened to sealed.

confirmed_sealed

e The container acknowledges sealing and notifies both sender and recipient that it is now sealed and ready for dispatch.
container_has_arrived

e Once the container reaches its destination port, it announces its arrival to both the recipient and the sender.
unseal_container

e The recipient initiates the unsealing process to retrieve the goods.
confirmed_unsealed

e The container confirms successful unsealing and informs both the recipient and sender, completing the delivery lifecycle.

[74 contextual Notes

e The container acts as a trust anchor: it manages confidentiality of the payload and enforces access control by only
responding to the authorized recipient.

e The sender is never aware of the recipient's internal actions, preserving privacy-by-design principles.

e This lifecycle reflects the transition through container states: opened — sealed — arrived — unsealed.

Access to certificates

Access to certificates

Honest Evil
Alice Bob Eve
<sender= <recipient= container <user=
I I
I |
I request_cert |
| P
I |

e e mm e

This sequence diagram demonstrates the selective access control enforced by a container when handling certificate requests.
The container ensures that only authorized parties—specifically the sender (Alice) and the recipient (Bob)—can retrieve certificates
associated with a delivery. Unauthorized users, like Eve, are explicitly denied access.



Messages

(4 Honest Actors (Green Zone):

e Alice (sender) sends a request_cert to the container
— The container returns the corresponding cert

e Bob (recipient) sends a request_cert as well
— The container grants access and returns the cert

X Malicious Actor (Blue Zone):

e Eve (an unauthorized user) attempts a request_cert
— The container denies the request, responding with [denied]

@ Issuing our first order - Step-by-Step Example

To create your first delivery order, switch to Alice’'s terminal and run the user utility:

type

alice@vmlonOb: ~ Q

manic_beret@starchip: ~ containerl@vmlon0b: ~ shipl@vmlonOb: ~ manic_beret@starchip: ~ manic_beret@starchip: ~

LAS Technology.

S superuser).

7 Command Syntax

* gend <file|-> <bm_index= Invoke to deliver items to a given user.

Arguments
1. - (hyphen) indicates that you want to input the list of items manually via the keyboard.
2. The optional bookmark index points to the recipient’s entry in Alice’s bookmarks. If omitted, the program will prompt you to
choose from the list interactively.

%’ Step-by-Step Example

1. Run the command:

2. Enter your list of items when prompted, one per line (e.g., television, medicines, toaster).
3. When prompted, select the recipient (e.g., bob) from the bookmark list.

lice@ymlonOb:~% user send -
nter lines with items to send: (press ctrl+d when finished, or ctrl+c to abort)

(Don't forget the hyphen after send — it tells the program to accept items from standard input.)

The order will be submitted and appear in your order ledger, ready to be processed by the Order Manager.



W Entering the Payload

Type in your items (one per line), then press CTRL -D to finish.
Example:

lice@vmlonOb:~% user
es with 1tems to send: (press ctrlsd when finished, or ctrlec to abort)

Easter Egg Warning

For demonstration purposes, the system includes a special edge case:
O Never include "muffins"” in your item list — doing so will cause the recipient to reject the order!

This allows you to test how the system handles order refusals gracefully.

 Certificate Summary
After item input, the system will:

1. Save the list to a file in the 1tems/ directory.
2. Use the wallet backend to generate a digital certificate, signing the payload with Alice’s private key.
3. Certs are kept in wallet's custody

@ Recipient Selection

The program will now prompt you to choose a recipient from your bookmarks:

alice@vmlonOb: ~

alice@vmlon0b: ~ manic_beret@starchip: ~ container1@vmlonQb: ~ shipl@vmlon0b: ~ manic_beret@starchip: ~ bob@vmlon0b: ~

vgXuhw2EHewx4YHANUBWG




just type 1< and hit Enter to complete the process.

alice@vmlonOb: ~

alice@vmlonOb: ~ manic_beret@starchip: ~ containerl@vmlonOb: ~ shipl@vmlonQb: ~ manic_beret@starchip: ~ bob@vmlon0b: ~

? [ctrl-c to abort]

and confirm with [ENTER] ||}

1] Behind the scenes, the program triggered a wallet function associated with the user (u) role API, specifically the new_order
function.

new_or der

] Check the Dashboard

Type to display the updated dashboard.

alice@vmlonOb: ~
portl@vmlon0b: containerl@vmlonOb: ~ shipT@vmlon0b: ~ port2@vrnlonOb: ~ bob@vmlon0Ob: ~

earest Port:E3QR: 3kdzg2ymfo3nbCHrpkjyfqy1hxHG Wpdy: 9mhtEQLES ; (portl); @Time

rmDFy E3QR: 2zbZKCCVRrETEKELVA9SgkouykUo Wp9y: 3FRNpGrMLLAWYVjAeCCtgCiZ2vFip (
YErTwBLem3 &3QR: 3kdzg2ymfo3nbCHrpkjyfoy1hxHG Wpdy: 9mhtEQLBGWS aDR5dA. 4
MZKTbusnBg / E3QR: 4VrH1C6JxGCtXaGogbrajYKyoZFp Wpoy: 3vK6C3BTh6BASCSMSVPNVrepSpBp (containeri)

. Status [idle]

msvPnVrepspBp (containeri) for Wpo 3FRNpErMLLAw cC Fip (bob) p

Fip (bob)
/919 (port2)
p (container1)

After cycling through a few transient states handled by our two managers—Container Manager and Order Manager—we reach a
stable situation within a few seconds:

A container now appears in the outbound queue, marked as opened and ready to accept more payload.

(Recall that the Container Manager is configured to wait until two orders are loaded before proceeding with sealing and dispatch.)



Send Order Widget (Alice's Dashboard)

919 (port2)
pBp (container1)

This widget represents an active send order. Let's break it down:

Order ID: A unique identifier generated by the sender (Alice) to track the order.

@ Recipient: Bob, selected from Alice’s bookmarks. His identity is displayed along with his QR and p9y.

%1 Port Arrival: Port2 — this is the endpoint Bob provided when asked where to receive the delivery.

W Container: container1 — this was allocated to Alice by the port when her Container Manager triggered a

assign_container request.

e . Certificate: Shows the ID of the cryptographic certificate representing the payload (e.g., Defibrillator, Stethoscope, Infusion
pump).

e I Status: payload in container — meaning the container is loaded but not yet sealed. The system is waiting for more
orders before dispatch.

This order is now actively visible in the outbound queue under Alice’s Container Manager, as per her configuration that waits
until two orders are loaded before sealing.

<+ Receive Order Widget (Bob's Dashboard)

Bob's view of the same order reflects the recipient-side perspective:

@ Sender: Alice, with matching QR and p9y to authenticate the origin.

%1 Collect at: Port2 — the port Bob specified in response to Alice’s query.

W Container: Still unassigned (placeholder shown), because the container has not been sealed yet.

s« Status: agreed with sender — Bob has confirmed he is expecting the delivery, but final delivery details (like the
container ID) are still pending.

C,, Observations

Order symmetry: Both sides (Alice and Bob) see the same order ID, ensuring consistency.

Progress transparency: Bob doesn't yet see the container details because the shipment is still open and modifiable.
Privacy: Only once the container is sealed will its identity become visible to the recipient. This maintains operational
flexibility and privacy until the shipment is finalized.



W Let's Check on container1

Now that the first order has been loaded and the container is waiting for more payload, let's peek into container1's wallet to see

how it perceives its current state.

Switch to the terminal where you're logged in as container1, and type:

containerl@vmlonOb: ~

portl@vmlon0Ob: containerl@vmlon0b: ~ ship1l@vmlonOb: ~ port2@vmlonOb: ~ bob@vmlon0Ob: ~

echnol

ZdQh2DHFaos8 2. 3kdzg2ymfoinbCHrpkjyfqY1hXHG Wpoy: OmhtEQLBEwWIwWShfaDRSdAidZuxd (port1)

3TaDdwk9s1GP8MyaCtK2NsEceabk (alice)

: zuyUMFMJapXyr8TaTwQzrhUNPfH Wpoy

KThusnB

As expected, we find container in the opened state.

e Itis currently owned by port1 (which initially assigned it).
e |tis also managed by port1, reflecting the chain of command during this stage.
e The container is actively servicing Alice, the sender who is loading goods into it.

At this point:

e We do not yet see the recipient in the dashboard.
e We also don't see the payload contents, even though the goods are already physically loaded.

® This is by design: the container only discloses recipient identity and payload details once it is sealed.
This approach ensures:
e Privacy for the recipient until delivery is finalized

e Immutability of contents only after the sealing step
e Better observability of container lifecycle milestones



"L Let's Peek Into port1

Now that the container is actively being used for an outbound delivery, let's take a look at how things appear from the perspective
of the assigning port.

Switch to port1’s terminal and type

porti@vmlonOb: ~ Q

portl@vmlon0b: ~ containerl@vmlon0b: ~ shipl@vmlon0b: ~ port2@vmlonOb: ~ bob@vmlon0b: ~

; (@ Online AI chat is

(PEDFSHAMHT FMTHZ XM IR: 4M4ciabTzKREsW) fpFnz 7 9y: 42ZuEdDhTuDhkyKbaEjwyHEFNdUB (ship1)
)h2DHFaos8bFTRIVpHEA JR: 4VrH1C6JxGCtXaGogbraj 38TheBA PnVréEpSpBp (container1)

Btid: @2cmugFlpJGGiabsy wBLem3 JR: zuyUMFMJag TaTwWQzrhUNPTH Wpo 3TaDdwk9s1GP8MyoCtK2NsEceabk (alice)

Vrép5SpBp (container1t) TOR: zuyUMFMJag i TaTWQzrhUNPFH Wp9 TaDdwk9s1GP8MyoCtK eabk (alice)

porti@vmlonOb

We can observe that container1 has successfully moved from its initial position in the stock queue to its current state in the
opened queue.

Although we didn't catch it in the intermediate steps, the container automatically transitioned through the following states:

e available - when it was ready for assignment
e reserved - once it was selected for a specific user and order
e opened - after being contacted and assigned a duty, now accepting payload

These transitions occurred quickly and automatically behind the scenes as part of the container manager’s workflow.

Tip: You can repeat the process by issuing new orders to observe each stage more closely.
Each run can help focus on a different aspect—such as allocation, sealing, or dispatch—to build a clearer mental model
of the logistics lifecycle.

Let's return to Alice’s wallet to check the current status of her operations.

& Switch back to Alice’s terminal and type

alice@vmlonOb: ~ Q
portl@vmlonOb: ~ containerl@vmlonOb: ~ shipl@vmlonOb: ~ port2@vmlonOb: ~ bob@vmlon0b: ~

earest Port:€JQR: 3k 2ymfo3nbCHrpkjyfay1hxHG Wpdy: 9mhtEQLBEwWIwShfaDRSdAidZuxd (port1); @Time

6p5pBp (container1)

3FRNpErMLLAWY ] gCjZ2vFip (bob)




This will bring up the latest user dashboard, where we can observe how the outbound queue has progressed, and whether the
container is ready to be sealed, depending on how many orders have been accumulated. The state of the Order Manager (OM) and
Container Manager (CM) should now reflect the most recent actions.

Let's now issue a second order to Bob so the container can be sealed and dispatched.

You can repeat the familiar command: as many times as you'd like—each execution creates a new send order.
However, now that you've seen it once, it's more efficient to let the system’s automation take over.

Instead, use the command: TSR
I\ Note: this is the verb to ship, not to be confused with the actor role ship.

This command picks a random cert and uses the first recipient bookmark (which in our case is Bob) to automatically issue a new
order using user send.

@ Prepare to Track the Delivery Journey

Before issuing this next triggering order—which will cause the container to be sealed, handed over to the port, loaded onto a ship,
and transported to Bob—you may want to observe how each actor updates their dashboard in real time.

Open a terminal or tab for each of the following wallets and enter watch mode:

port1@vmlonOb:~$ user watch

container1@vmlonOb:~$ user watch

ship1@vmlon0Ob:~$ user watch

port2@vmlon0b:~$ user watch

bob@vmlon0b:~$ user watch

This way, you'll be able to visually track the container’s full journey through the system, observing each actor’s state transitions as
they occur.
When you're ready, return to Alice’s wallet and trigger the next step:

user ship; user watch

Then sit back and enjoy the orchestration unfold in real time.



@ Delivery Walkthrough

The following sequence of 10 screenshots was captured across the involved wallets, illustrating the full journey of container1 as it
traveled from Alice (the sender) to Bob (the recipient).

Each screenshot reflects a key stage in the lifecycle of the container, as observed from the perspective of the different actors
participating in the process.

<« 1. Alice: New order was being agreed with Bob: dialing

alice@vmlonOb: ~ Q

porti@vmlon0b: ~ containeri@vmlonOb: ~ shipl@vmlon0b: ~ port2@vmlonOb: ~ bob@vmlonOb: ~

3kdzg2ymfo3nbCHrpkjyfq¥1hXxHG Wpoy: 9mhtEQLS6 shfaDRSdAidZux4 (portl); @Time: 01421

. Status

nVrepspBp (container1) for p9 3FRNpErMLLS VFip (bob)

This screenshot shows the Alice user dashboard during the moment when she has just sent two orders to Bob, and her wallet is
actively engaged in the container management and order processing workflow.

2} Key Observations:

e Personality & Nearest Port: Alice’s wallet personality (p9y) is visible at the top, and her nearest port is correctly shown as
port1.
e Agents:
o Bobis listed under “Users.”
o portTisherlocal port.
o containerT is the active container assigned for her deliveries.
e Container Manager:
o Statusis idle, but it shows that container1 is assigned to Bob and holds 1 payload.
e Order Manager:
o Status: contacting recipient (mock busy 2) — the system is handling recipient-side confirmation or final
steps.
o Two send orders are listed:
1. Thefirst oneis already payload in container (loaded).
2. The second one is stillin agent dealing with recipient, awaiting completion of the agreement
protocol.
o Certificates list payload items: e.g., Defibrillator, Stethoscope, and Cheese, Wine.

I"4 This snapshot captures the moment right before the container is sealed, once the payload threshold (2 orders) is
reached.



«« 2. Alice: New order was being agreed with Bob: chatting

portl@vmlonOb: ~

alice@vmlonOb: ~

containerl@vmlonOb: ~

Nearest Port:

QR: 2zbZkCCVRrETEKtLVd9SgkquYkUo Wpo

2ymfo3nbCHrpkjyfay1hxHG Wpoy:

OR: 3k

3FRNp6rMLLAwWVjAeCCtgC

3vK6C38TheBA

shipl@vmlonOb: ~

ymfo3nbCHrpkjyfq¥1hXHG Wpoy: 9mhtEQL86W
2VFip (bob)

9ImhtEQLEE! hfaDR5dA1d (porti1)

nVrepspBp (containeri)

Fip (bob)

port2@vmlon0b: ~

Q

bob@vmlonOb: ~

ShfaDRSdAidZux4 (port1); @Time

This screenshot shows Alice’s dashboard just moments after both send orders have been accepted by Bob, and the system is now
in the chat phase with the recipient for each order.

Highlights:

e Container Manager remains idle, with container1 still opened and holding 1 payload (about to reach sealing threshold).
e Order Manager Status: chat with recipient (mock busy 2) — both orders are actively in the interactive phase, finalizing

agreement details.

e Both orders still show Bob as the recipient and are in send mode:
o First order: already loaded into container.
o Second order: chat in progress, container assignment pending.

_ This is the brief window before sealing — the system is finalizing user-level confirmation prior to locking the

shipment.



«« 3. Alice: New order was being agreed with Bob: agreed

alice@vmlonOb: ~ Q

alice@vmlonOb: ~ port1@vmlonOb: ~ containerl@vmlonQb: ~ ship1l@vmlonOb: ~ port2@vmlonOb: ~ bob@vmlon0b: ~

USER
Nearest Port:§JQR: 3 ymfo3nbCHrpkjyfgy1hxHG Wp9y: 9mhtEQLB6wIwWShfaDRSdAidZux4 (portl); @Time: 9

CvRrETEKtLVd9SgkquYkUo Wp9y: 3IFRNpErMLLAwWVjAeCCtgCjZ2VFip (bob)
fo3nbCHrpkjyfgy1hxHG Wp9y: 9omhtEQL faDR5dAid (porti1)

ZFp Wpo JBThEBA vPnVrepSpBp (container1)

This screenshot shows Alice’s dashboard at a steady state right before container sealing.

@ Key Points:

e Container Manager and Order Manager are both idle, indicating all tasks (container assignment and order negotiations)
have been completed.

e Order 1 is fully loaded in container1, with payload visible.

e Order 2 has successfully transitioned to the agreed with recipient status, awaiting inclusion in the container.

e Container1 remains in opened state, still accepting payload, with 1 confirmed loaded order.

&4 Once the system detects that the payload threshold (2 orders) has been reached, the container will automatically
proceed to seal and dispatch.

This is the last calm moment before the logistics chain becomes active.



«s 4. Alice: Container sealed and in transit

alice@vmlonOb: ~ Q

portl@vmlonOb: - containerl@vmlonOb: ~ shipl@vmlonOb: ~ port2@vmlonOb: ~ bob@vmlonOb: ~

ch
earest Port:E3QR: 3kdzg2ymfol3nbCHrpkjyfgY1hXHG Wpoy: 9mhtEQLE6WOWShTaDRSdALdZuxd (portl); @Time

o (container1) for | J

ip (bob)
9 (port2)
(container1)

This screenshot shows Alice’s dashboard immediately after the container has been sealed and dispatched.

D Key Indicators:

e Both send orders now have status: container sealed and in transit

e Container1 has successfully transitioned from opened to sealed, (lock icon) indicating no further changes to its contents
are possible.

e The payload count is now 2, confirming both orders were packed into the same shipment.

e The Container Manager and Order Manager are again idle, having completed their tasks.

4 This marks the transition from preparation to execution: the shipment has officially left Alice’s hands and is en route
to Bob.

«« 5. Port1: container in departures queue

portl@vmlonOb: ~

containerl@vmlonOb: ~ shipl@vmlonOb: ~ port2@vmlon0b: ~ bob@vmlonOb: ~

Techno 5
(port1) ne: 91440; (@ Online AI chat is available for users.)

2ZuUEdDhTuDhkyKbaEjwyHEFNdUB (ship1)
6pSpBp (containeri)

\Wk9s1GP8MyoCtK2NsEceabk (alice)

vPNVr6psSpEp (container1)

This screenshot shows Port1's dashboard immediately after the container has been sealed and handed over by Alice.

& Key Observations:

container1 has been moved from the handling queues to the Departures queue, ready for pickup by a ship.

The container now appears in the Operation queues — Departures (1) section, indicating it is sealed and awaiting transport.
Alice is listed under “Users,” reflecting her involvement in dispatch.

The port’s activity status is idle, as it awaits ship engagement to continue the journey.

"4 This confirms that Port1 has completed its job preparing the shipment and is now standing by for a ship to collect
the outbound container.



<« 6. Container1: sealed. With Payload and recipient information.

- containerl@vmlonOb: ~

alice@vmlonOb: ~ porti@vmlonOb: ~ containerl@vmlon0b: ~ shipl@vmlonOb: ~ port2@vrmlonOb: ~ bob@vmlon0b: ~

- @ CONTAINER BOARD
© ve: PP

2ymfo3nbCHrpkjyfoY1hxHG Wpoy: 9mhtEQL8EwIwShfaDRSdAidZuxd (port1)

This screenshot captures Container1’'s dashboard immediately after it has been sealed and is ready for transit.
o Key Highlights:

e State: The container is now in the [ sealed] state, meaning it can no longer accept new orders and is locked for transport.
e Stakeholders are fully populated:
o Owner and Manager: port1
o Sender:alice
o Recipient: bob — now visible because the container is sealed.
e Payload: The payload section lists both orders:
o Order 0: Defibrillator, Stethoscope, Infusion pump
o Order 1: Cheese, Wine
e Activity status is id1le, indicating no new events until handoff.

{74 This confirms that the container has transitioned into a final, immutable state, with full metadata and cryptographic
certificates attached. Ready for pickup by the ship.



¢« 7. Ship1: arriving at port1

shipl@vmlonOb: ~

alice@vmlonOb: ~ portl@vmlon0b: ~ containerl@vmlonOb: ~ shipl@vmlonOb: ~ port2@vmlonOb: ~ bob@vmlonOb: ~

(port1)
919 (port2)

This screenshot shows Ship1's dashboard as it approaches Port1 to collect sealed containers.

- s

¥ Key Observations:

e Location Map: Ship1 is visually approaching Port1 on the map.
e Navigation Status: in transit, currently at coordinates lon 1 lat 1, confirming it’s at sea, en route to port.
Itinerary:
o Departure: Port2
o Destination: Port1 — the port where it is about to dock and collect container1.
Agents: Two trades are listed with both ports.
Cargo Summary: Still empty, as pickup has not yet occurred.

¥) This is the precise moment before container loading takes place — Ship1 is on schedule and will soon add
container1 to its manifest.



«« 8. Ship1: sailing towards port2. Missed capture of container to see it managed by ship1.

- shipl@vmlon0Ob: ~

alice@vmlonOb: ~ portl@vmlonOb: ~ container1@vmlonOb: ~ shipl@vmlon0b: ~ port2@vmlonQb: ~ bob@vrnlonOb: ~
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(port1)
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This screenshot shows Ship1’s dashboard during its voyage from Port1 to Port2, now carrying the sealed container.
& Key Details:

e Navigation Status: in transit, currently at lon 1 lat 4, still at sea en route to Port2.
e Cargo Summary: container1 is now listed as onboard — this confirms the pickup occurred at Port1 (even though the
moment of acquisition wasn't captured).
e ltinerary:
o Departure: Port1 (the pickup port)
o Destination: Port2 (Bob’s nearest port)

% The ship is now fulfilling its delivery route, and the presence of the container in the cargo confirms that handoff from
the port has been successful.



««9. Port2: Container in arrivals queue

port2@vmlonOb: ~

containerl@wvmlon0b: ~ shipl@vmlon0b: ~ port2@vmlonOb: ~ bob@vmlonOb: ~

Technolo
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This screenshot shows Port2's dashboard after receiving container1, now placed in the Arrivals queue.

& Key Observations:

container1 appears in Operation queues — Arrivals (1), indicating it has been successfully unloaded by Ship1.

e The Handling queues show Port2’s own containers (container2, container3) in stock and available, but container1 is not yet
integrated, as it's pending user interaction.

e Ship1is visible in the “Ships” section, confirming its docking at Port2.

e Activity status is idle, showing the port is standing by for the next action (likely user retrieval or container processing).

4 This is the arrival handoff moment, where the container has transitioned from in transit to awaiting collection at the
destination port.



«+10. Bob: missed capture while unsealing, finally delivered and goods in Bob’s possession : ) <’

bob@vmlonOb: ~

portl@vmlonOb: ~ containerl@vmlonOb: ~ shipl@vmlonOb: ~ port2@vmlon0b: ~ bob@vmlonOb: ~
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This screenshot shows Bob’s dashboard at the final stage of the delivery process—all goods successfully received and orders

marked as complete.

& Key Takeaways:

e Both receive orders are marked with status: [delivered], confirming successful unsealing and transfer of goods from

containerT.
e Order Manager is idle, indicating all workflows have concluded.
The container manager queues are empty—no more inbound containers remain to be processed.
e Despite missing the exact unsealing moment, we see the final state: Bob is now in possession of both payloads:
o Order 1: Defibrillator, Stethoscope, Infusion pump
o Order 2: Cheese, Wine

& Mission accomplished: goods traveled from Alice to Bob via two ports, one ship, and a sealed smart container — all

autonomously coordinated.



<« 11. Port2: container in available queue after bob finished unloading the container and released it.

port2@vmlonOb: ~

portl@vmlon0b: ~ containerl@vmlonOb: ~ shipT@vmlon0b: ~ port2@vrnlonOb: ~ bob@vmlon0b: ~
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Opened - loading/unloading (0)

D1 1

This screenshot shows Port2's dashboard after Bob has finished unloading container1, which is now returned and available for
reuse.

"4 Key Details:

e container1 has transitioned into the Available queue, ready for reassignment.
e |t previously appeared in Arrivals, then was unsealed and unloaded by Bob, completing its delivery cycle.
e The Handling Queues reflect:
o 2 containers in stock (new and unused)
o 1 container (container1) now idle but functional
e No containers are in Reserved or Opened states — indicating a clean handoff.

© This illustrates full cycle reuse: from stock — assigned — sealed — delivered — available again, completing a
modular logistics loop.

««12. Container1: available status managed by port2

- containerl@vmlonOb: ~ Q

alice@vmlonQb: ~ portl@vmlonQb: ~ containerl@vmlonQb: ~ shipl@vmlonQb: ~ port2@vmlon0Ob: ~ bob@vmlon0b: ~
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This screenshot shows Container1’s dashboard after completing its delivery and being returned to the available state under the
control of Port2.

D Key Observations:

State: Clearly marked as [available], confirming it is idle and ready for new assignment.

Manager has changed to Port2, reflecting the container's current location and operational jurisdiction.
Sender and Recipient fields are cleared — the previous mission is complete.

Payload is empty — goods were successfully unloaded.



=] This marks the full reset of the container lifecycle. It's now clean, idle, and managed by its new port — ready for a
new shipment chain.

@ watch

You can type at any time TaRieLall to observe the live activity of the container. To exit watch mode, press CTRL-C.

®® Screencast
You can watch a screencast recording showing the container1 activity during a single delivery from Alice to Bob.

@ User dashboard

o KATLAS-PoC-SupplyChain-DEMO__Alice
https://www.youtube.com/watch?v=9HPup55NuvM&list=PLxosfKOTg_rWIddsjz4Nad40EJmMgIM5G&index=3

~/ Scaling Up Workload: Parallel Operations and Throughput

At this point Bob can initiate a shipment back to Alice, using the same autonomous workflow—but in reverse. Since container1 is
already available and managed by Port2, and Bob has Alice in his bookmarks, he can begin sending new orders just as Alice did
before. Meanwhile, Alice remains active and can continue sending orders as well, meaning the system supports bi-directional
activity. Both users can operate independently and simultaneously, with each wallet managing its own agents, container requests,
and shipment negotiations in parallel—demonstrating the flexibility, concurrency, and autonomy of the platform.


https://www.youtube.com/watch?v=9HPup55NuvM&list=PLxosfK0Tg_rWlddsjz4Nad40EJmMgIM5G&index=3
https://www.youtube.com/playlist?list=PLxosfK0Tg_rWlddsjz4Nad40EJmMgIM5G

4, R2R API Overview

This section outlines the Role-to-Role (R2R) interaction protocols between ecosystem actors. Each protocol is implemented via
dedicated shared libraries and supports secure, asynchronous message exchange over the P2P wallet infrastructure.

©® ® Symmetric R2R protocol: User-to-User

Functions Implemented in library libtrader-u2u-u.so

agree_send_items <itemsb58> <orderid> Initiates a delivery proposal with the remote user.

delivery_details <delivery_details_blob_b58> | Send sender delivery details (destination port, ..).

cancel_order <is-hash b58> <reason> Cancels an order with a given reason.

! %1 Asymmetric R2R protocol: User-to-Port

@ 71- @ Userside

Functions Implemented in library 1ibtrader-u2p-u.so

assign_container Requests a container from the port.
container_accepted <container endpoint> Confirms acceptance of assigned container and proceeds
to load.

—

@ 71-77 Port side

Functions Implemented in library 1ibtrader-u2p-p.so

assigned_container <container_endpoint> Informs the user of the allocated container.

@ W Asymmetric R2R protocol: User-to-Container

@ - 90 Userside

Functions Implemented in library 1ibtrader-u2c-u.so

seal_container <payload> Seals the container with loaded content.
unseal_container Attempts to open a sealed container.
request_cert <index> Requests a certificate stored in the container (access controlled).

@ - Container side
Functions Implemented in library 1ibtrader-u2c-c.so

report_status <uint8_t> Sends container status to sender/recipient.

confirmed_sealed Acknowledges successful sealing.

container_is_coming <payload | Notifies recipient that delivery is underway.

container_has_arrived Notifies recipient that container has reached the port.

confirmed_unsealed Confirms to sender that delivery is complete.




& “Z Asymmetric R2R protocol: Container-to-Port

W 7L- Container side

Functions Implemented in library 1ibtrader-c2p-c.so

report_status <uint8_t> Sends state updates to managing port.

W 1-71 Port side

Functions Implemented in library 1ibtrader-c2p-p.so

assign_duty <container_duty> Assigns container a user and destination.

set_manager <ship_endpoint_b58> Indicates transfer of container custody to a ship.

71 e Asymmetric R2R protocol: Port-to-Ship

e LI

Tleas-TL Portside

Functions Implemented in library 1ibtrader-p2s-p.so

cargo_unloaded Confirms cargo was unloaded from the ship.

cargo_loaded <cargo_b58> Confirms cargo was successfully loaded.

TLes-as Ship side

Functions Implemented in library 1ibtrader-p2s-s.so

unload_cargo <cargo_b58> Requests port to unload specified cargo.

load_cargo Requests cargo from port.

W & Asymmetric R2R protocol: Container-to-Ship

W <. - Container side

Functions Implemented in library 1ibtrader-c2s-c.so

report_status <uint8_t> Reports current status to managing ship.

W -« Ship side

Functions Implemented in library 1ibtrader-c2s-s.so

set_manager <port_endpoint_b58> INotifies container of new manager after drop-off.




g Al integration Exercise - Chat with Port

To demonstrate our ecosystem’s seamless support for Al integration, we've augmented the chat interface of the Port role with a
lightweight Al module powered by ChatGPT.

This module is programmed to return a short rhymed paragraph that incorporates keywords from the user's prompt, showcasing
both the system’s extensibility and a touch of playful interaction.

Let's Try It
From Alice’s wallet, first retrieve an active trade id (tid) by typing m

@ Agents

h E30R: 2zbZkCCvRrETEKtLVd9SgkquykUo Wpoy: 3FRNp6rMLLAwWVjAeCCtgCjZ2VFip (bob)

E30R: 3kdzg2ymfo3nbCHrpkjyfg¥1hxHG Wp9y: 9mhtEQLE8EwWIWShTaDRSdAidZux4 (portl)

Look for an open connection with port1 and copy the tid — e.g.: KpgBfKbstZzCJIJwt CRwXzNpCNoSC

Send a chat message to port1 using:

wallet -wr 1 trade KpgBfKbstZzCJwtCRwXzNpCNoSC msg How many containers have you available?

The flag tells the wallet to wait for one push response (in this case, the chat reply) before exiting.

Almost instantly, you'll receive a response like:

Tue Jun 10 2025 10:02:50 me:
How many containers have you available?

Tue Jun 10 2025 10:02:51 peer:
How many containers do you have available? In the kitchen, they're all stacked and stable.

&2 Adorably poetic! — and a fun proof that Al interaction is tightly coupled with our R2R messaging fabric.

X Useful Commands

To view the full chat history of a trade:

wallet trade KpgBfKbstZzCJwtCRwXzNpCNoSC show chat

To view available trade commands:

wallet trade KpgBfKbstZzCJwtCRwXzNpCNoSC



== 99 New actors

A scalable-by-design ecosystem must support seamless growth—and a key requirement is the ability to integrate new actors easily
and reliably. In our architecture, this is not only possible—it's automated.

Our approach to producing complex software is grounded in automation and encapsulation. The ecosystem is built from
specification input files that define roles, actors, and their behavioral contracts. From these inputs, we generate:

Derived artifacts

R2R (Role-to-Role) protocol code templates
API stubs

Configuration files and connection metadata

These outputs integrate directly with the core codebase, freeing developers to focus on the model’s core logic—the part that
demands craftsmanship and domain expertise.

We've extended this philosophy to our DevOps pipeline as well, enabling controlled, repeatable continuous integration and
deployment. Even this live deployment reflects that principle.

%* Adding new actors is reduced to a single function call, requiring only minimal specification.

To demonstrate this in practice, we'll now create a new user actor: Eve—showcasing just how effortless actor onboarding is in this
ecosystem.

@& Adding a New Actor: Eve. Linux account, wallet daemon, p9y

To demonstrate the scalability and extensibility of our actor model, we introduce a new user: eve. By appending a new line to the
actors specfile:

root@vmlonOb:/etc/katlas# cat actors
#linuxuser #walletd port f#role
alice 165 u

bob 168 u
containerl 170

portl 167 P
shipl 169 S
port2 171

container?2 172

container3 173

eve 174

By modifying this file we instruct the automation pipeline to:

e Create a Linux user account (eve)

e Enabling SSH access

e Assign a wallet service bound to the 174XX port range

e Enable user role (u) plugins

e Generate a new digital personality (p9y) uniquely identifying Eve in the system

Running bin/all linux_users parses this spec and automatically bootstraps the necessary environment:

dvmlonOb:/etc/katlas# bin/all linux users
/home/alice already exists. skipping.
/home/bob already exists. skipping.
/home/containerl already exists. skipping.
/home/portl already exists. skipping.
/home/shipl already exists. skipping.
/home/port2 already exists. skipping.
/home/container2 already exists. skipping.
/home/container3 already exists. skipping.
adding linux account for actor eve
actor eve role u wallet tcp port 17473
gen personality

producing file personality key
2bbt£ZZYXUbRpoCNKWJI9jutoNIFT eve
allow demo restart

This automation confirms our infrastructure is ready to scale, requiring only declarative specs to onboard new actors, making
system growth operationally effortless.



¥ Bookmarks: Establishing Initial Trust and Visibility

Bookmarks act as each actor’s address book, defining which peers they can discover and interact with upon system startup. These
mappings are declared in the actors_bookmarks file and regenerated across wallets using the bin/all write_bookmarks
automation.

In Eve's case, she is intentionally configured to know all user, port, and container actors (except ship1, since there's no
user-to-ship protocol), simulating a surveillance or adversarial role. Her bookmark list grants visibility into the wider ecosystem,
showcasing how trust domains can be flexibly preconfigured. This also illustrates the system's ability to model asymmetric
knowledge, where actors may or may not be aware of one another by design.

In the actors_bookmarks file, each line defines the initial visibility scope for a particular actor in the ecosystem:
Let's add eve to this PoC master bookmarks file:

root@vmlonOb:/etc/katlas# cat actors bookmarks
#actor Sknows—-actor-list

portl containerl
alice bob portl

bob alice port?2

shipl portl port2

port2 container?2 container3

eve alice bob portl port2 containerl container? container3

The first column (e.g. eve) refers to the actor whose wallet will be configured.

The subsequent columns (bob, port1, . . .) list the other actors that this actor knows at startup—effectively forming that actor’s
bookmark list.

This line means that Eve's wallet will start with bookmarks for all other users, ports, and containers—allowing her to interact with
any of them directly from the beginning. This setup is particularly useful to model a privileged or adversarial actor with broad
visibility.

This format provides a simple yet powerful way to define trust topologies and peer awareness across all roles in the system.

After updating the actors_bookmarks file to include Eve's relationships, running the bin/all write_bookmarks command
regenerates each actor’s local bookmark list accordingly.

root@vmlonOb:/etc/katlas# bin/all write_bookmarks

====portl

/home/portl/.katlas/wallet/trader/bookmarks:

1: 'containerl': gr: "4VrH1C6JxGCtXaGogbr8jYKY9ZFp 3vK6C38Th6BASCSmsvPnVr6pbpBp "containerl" c2p c " label: "c (c2p)"
bytes]

ome/alice/.katlas/wallet/trader/bookmarks:
'bob': qgr: "2zbZkCCvRrET6KtLVd9SgkquYkUo 3FRNp6rMLL4wVjAeCCtgCjZ2VFip "bob" u2u u " label: "" icon: [0 bytes]
: gr: "3kdzg2ymfo3nbCHrpkjyfgYlhXHG 9mhtEQL86wOw5hfaDR5dAidZux4 "portl" ul2p p " label: "p (u2p)" icon: [0 bytes]

/home/bob/.katlas/wallet/trader/bookmarks:
1: 'alice': gr: "zuyUMFMJapXyr8TaTWQzrhUNPfH 3TaDdWk9s1GP8MyoCtK2NsEceabk "alice" u2u u " label: "" icon: [0 bytes]

2: 'port2': gr: "33nCR3WseaXRxyJeGYquYhjulRQ4 2rf47mCQupUfR45B3nAJeL6RVI19 "port2" ulp p " label: "p (u2p)" icon: [0 bytes]

====shipl
/home/shipl/.katlas/wallet/trader/bookmarks:
1: 'portl': gr: "3kdzg2ymfo3nbCHrpkjyfgYlhXHG 9mhtEQL86wI9wShfaDR5dAidZux4 "portl" p2s p " label: "p (p2s)" icon: [0 bytes]

2: 'port2': gr: "33nCR3WseaXRxyJeGYquYhjulRQ4 2rf47mCQupUfR45B3nAJeL6RVI19 "port2" p2s p " label: "p (p2s)" icon: [0 bytes]

/home/port2/.katlas/wallet/trader/bookmarks:

1: 'container2': gr: "3awX71NgZrwZlBhSiDr8oRgmfcDY 241SzCZfUAx6JkYDdu3vHxcaQLGr "container2" c2p c " label: "c (c2p)"
bytes]

2: 'container3': gr: "4HoUpiQNoQBSX3T4GYEULcjMnmNr 3gR3FREtgVbWzDp4£f48MMucC97m3 "container3" c " label: "c (c2p)"

label: "

" (uz2p) "
o (uz2p) "

This processresultsina .katlas/wallet/trader/bookmarks file under each actor's home directory, pre-populated with QR
codes and metadata for their known peers. The output you see confirms:

e Each actor now has up-to-date visibility on others, based on the configuration.
e For Eve, seven bookmarks were generated, granting her broad access to other users, ports, and containers—excluding
ship1, as no direct R2R protocol exists between users and ships.



This automatic regeneration ensures that every actor begins the session with a correct and consistent view of the ecosystem,
simplifying bootstrapping and simulating realistic knowledge topologies.

While the initial set of bookmarks is preconfigured through the actors_bookmarks file and deployed at startup, bookmarks are
not static. The wallet daemon (walletd) is designed to dynamically update each actor's bookmarks in real time as they discover
or interact with new actors during the course of operation.

This means that even if two actors were not initially aware of each other, a successful protocol exchange (e.g. user-to-user,
user-to-port,oruser-to-container) can result in the automatic addition of the counterpart’s contact details to the initiating
actor’s bookmarks. This ensures the network of known peers evolves naturally over time, reflecting actual interaction patterns
rather than only static configuration.

Surface attack scenario: Attempted Unauthorized Certificate
Access

This exercise demonstrates the security guarantees in place during a container's sealed transit and verifies proper access control
enforcement over sensitive data like payload certificates.

») Attack Simulation Brief

Objective: Validate that only authorized actors—the sender and recipient—can access a container's certificates while it's sealed,
and that unauthorized actors (like Eve) are denied.

7/ Step-by-step Plan

This is the briefing of our plan:
1. Connect to alice’s wallet and restart the ecosystem so we start from scratch
2. From Eve’s wallet start a trade with container1
3. Send a container to bob

During the time frame between the container is sealed by the Alice and unsealed by Bob...
4. From either Alice's or Bob's wallet successfully obtain a certificate from the container, as they are allowed to see them.
5. Verify Eve is unable to obtain any certificate.

To run this scenario hands-on, be sure Eve is listed in your terminal client (e.g., PuTTY) bookmarks for quick access and testing.

&

&

= step 1

To begin the demonstration from a clean slate, connect to Alice’s wallet and issue the restart command. This ensures that all
actors, containers, and trades are reset to their initial state, eliminating any side effects from previous runs.

alice@vmlonOb:~$ user restart

Processes running:

* blockchain node:
345458 7 S<sl| 0:23 /usr/local/bin/katlas-gov -ds -e 12 -v 100 -c 0 -p 16672 -pp 16672 -status 0 -E O

* wallets:
3514807 Sl 0:00 /usr/local/bin/katlas-wallet -d -c 0 -Ip 16573 -pp 16573 -bp 16672 -e 20 -v 6 -bhost 34.39.80.254 -whost 34.39.80.254
3515587 Sl 0:00 /usr/local/bin/katlas-wallet -d -c 0 -Ip 16873 -pp 16873 -bp 16672 -e 20 -v 6 -bhost 34.39.80.254 -whost 34.39.80.254
351636 ? Sl 0:00 /usr/local/bin/katlas-wallet -d -c 0 -Ip 17073 -pp 17073 -bp 16672 -e 20 -v 6 -bhost 34.39.80.254 -whost 34.39.80.254
3517137 Sl 0:00 /usr/local/bin/katlas-wallet -d -c 0 -Ip 16773 -pp 16773 -bp 16672 -e 20 -v 6 -bhost 34.39.80.254 -whost 34.39.80.254
3517887 Sl 0:00 /usr/local/bin/katlas-wallet -d -c 0 -Ip 16973 -pp 16973 -bp 16672 -e 20 -v 6 -bhost 34.39.80.254 -whost 34.39.80.254
3518637 Sl 0:00 /usr/local/bin/katlas-wallet -d -c 0 -Ip 17173 -pp 17173 -bp 16672 -e 20 -v 6 -bhost 34.39.80.254 -whost 34.39.80.254
3519477 Sl 0:00 /usr/local/bin/katlas-wallet -d -c 0 -Ip 17273 -pp 17273 -bp 16672 -e 20 -v 6 -bhost 34.39.80.254 -whost 34.39.80.254
3520247 Sl 0:00 /usr/local/bin/katlas-wallet -d -c 0 -Ip 17373 -pp 17373 -bp 16672 -e 20 -v 6 -bhost 34.39.80.254 -whost 34.39.80.254
3521017 Sl 0:00 /usr/local/bin/katlas-wallet -d -c 0 -Ip 17473 -pp 17473 -bp 16672 -e 20 -v 6 -bhost 34.39.80.254 -whost 34.39.80.254

Attack warm up

To simulate the early stages of an attack, connect to Eve’s wallet and initiate a trade with container1. This mimics an
unauthorized actor attempting to engage with the container—an action that is technically possible but does not grant access to
protected data.

inspect our bookmarks

wallet trade bookmarks
'alice': gr: "zuyUMFMJapXyr8TaTWQzrhUNPfH 3TaDdWk9sl1lGP8MyoCtK2NsEceabk "alice™ u2u u " label: "" icon: [0 bytes]
'bob': qgr: "2zbZkCCvRrET6KtLVdI9SgkquYkUo 3FRNp6rMLL4wVjAeCCtgCjZ2VFip "bob" u2u u " label: "" icon: [0 bytes]

'containerl': gr: "4VrH1C6JxGCtXaGogbr8jYKYOZFp 3vK6C38Th6BA5SCS5msvPnVropSpBp "containerl™ u2c c " label: "c (u2c)" icon: [0 bytes]
'container2': gr: "3awX71NgZrwZlBhSiDr8oRgmfcDY 241SzCZfUAx6JkYDdu3vHxcaQLGr "container2" u2c c " label: "c (u2c)" icon: [0 bytes]
'container3': gr: "4HoUpiQNoQBSX3T4GYEULcjMnmNr 3gR3FREtgVbWzDp4f48MMucC97m3 "container3" u2c c " label: "c (u2c)" icon: [0 bytes]




6:
7:

'portl': gr: "3kdzg2ymfo3nbCHrpkjyfgYlhXHG 9mhtEQL86wIOwShfaDR5dAidZux4 "portl" ul2p p " label: "p (u2p)" icon: [0 bytes]
'port2': gr: "33nCR3WseaXRxyJeGYquYhjulRQ4 2rf47mCQupUfR45B3nAJeL6RVI1Y "port2"™ u2p p " label: "p (u2p)" icon: [0 bytes]

We are interested in the entry at index 3, key ‘container1’
start a new trade using QR at bookmark index 3

eve@vmlonOb:~% wallet trade start_bm container?
New trade. GyjiDKKE7oqUOTXFemNmu7S4xDr
Gy ] 1DkKET7oqUQTXFemhNmu? 54XDr
Data
‘activity®: 17496609
"bootstrapped_by’
‘created’ 709738
‘data_generated’: 17 3308175
‘datasubdir’ J 7C emiNmu754x0r
"initiator’: Y
"lang': en
"local_endpoint': 3f5aHDKQ97HSxHpGBDEPMEZRHZIXt anonymous
"logfile’: /home/eve/.katlas/wallet/trader/log/trade_1749660966257997385_Gy]1DkKE7oqUQTXFemhmu7S4XDr
‘my_moniker': ewve
‘my_personality’: ZbbtfZZ¥XUbRpoCnKWJ9jutoNIFT
‘parent_tid': Gy]jiDkKEToqUQTXFemNmu7S54xDr
‘peer_moniker': anonymous
"peer_personality': 11111111111111111111
‘peer_protocols®: 0
‘protocol’: not set
‘grs": N
‘remote_endpoint’: 4VrH1CeJxGCtXatogbr8jYKY9ZFp 3vKeC38TheBASCSmsvPnVrepSpBp "containerl”
‘remote_ipd': 34.39.80.254:17073
‘roles’: N
‘state’: connected

With the given trade ID Gy jiDkKE7oqUQTXFemNmu754XDr now established between Eve and container1, we can verify the
session is active by inspecting the dashboard:

v eve@vmlonOb: ~

alice@vmlonOb; ~ porti@vmlonOb: ~ containerl@vmlon... shipl@vmlonOb: ~ port2@vmlonOb: ~ bob@vmlonOb: ~ eve@vmlonOb; ~

USER DASHBOARD - - Copyright (c) 2018-2025 KATLAS Technology.
Me WPersonality (p9y): Wp9y: 2bbtfZZYXUbRpoCnKWJ9jutoNSFT (eve); ¥ Nearest Port:E3QR: 3kdzg2ymfo3nbCHrpkjyfqy1hxHG Wpoy: 9mhtEQL86wIwWShfaDRSdAidZux4 (portl); @Time: 1617

@ Agents
Users
ar ]
T Ports
ar ]
® Containers
#0 @ :@tid: @GyjiDkKE7oqUQTXFemNmu754XDr EBQR: 4VrH1C6JxGCtXaGogbr8jYKY9ZFp WpOy: 3vK6C38ThEBASCSmsvPRVrEpSpEp (containeri)
B Activity: Container management. Status [idle]
®= 7 out
@[ ]
:=@9% in
@[ ]

B Activity: Order management. Status
F g
@I

eve@vmlonOb

Confirmed:

® Containers
#0 @ :Btid: @GyjiDkKET7oqUQTXFemNmu754XDr EB0QR: 4VrH1C6IxGCtXaGoghr8jYKY9ZFp Wpoy: 3vK6C3BTh6BASCSmsvPnVrEpSpBp (containert)

In the same manner, inspecting container1’s dashboard confirms it has registered Eve as a peer:

v container1@vmlonOb: ~ Q

alice@vmlonOb: ~ portl@vmlonOb: ~ containerl@vmlon... shipl@vmlonOb: ~ port2@vmlonOb: ~ bob@vmlon0b: ~ eve@vmlonOb: ~

- @ CONTAINER DASHBOARD - - Copyright (c) 2018-2025 KATLAS Technology.
® Me: WPersonality (pOy): 3wK6C3B8Th6BASCSmswPnVrépSpBp containeri; ._1"e 1674

@, Agents
L i

1

1
Bitid: @GyjiDkKE70qUQTXFemNmu754XDr E30R: 3f5aHDKQ97H5xXHPEBDEPMEZRHZXt Wp9y: 2bbtfZZYXUbRpoCnKWJ9jutoN9FT (eve)

Stakeholders
% Owner
E. Manager
Sender
Recipient

Activity status

tate
[available]
[opened (loading/unloading)]
[sealed]




This verification aligns, as the same trade ID (tid) appears on both ends:

Btid: @Gy]jiDkKE7oqUQTXFemNmu754XDr E30R: 3f5aHDKqI7HSxHpGEDGPMEZRHZXt Wpoy: ZbbtfZZYXUbRpoCnKWJ9jutoNSFT (eve)

mine
er

let/trader/u2c/u/2bbtfZZYXUbR

command) .

| params [mute] a s. [without feedback].
seal container <payload> Seals the container loaded with the given payload.
unseal container Opens a sealed container.
request cert <index> Requests cert held in the container.

To begin exploring potential unauthorized use of container APls, we'll attempt to call the seal_container function from Eve's
wallet without providing any arguments. This simulates a malicious attempt to force the container into a sealed state without
legitimate payload data.

Since seal_container expects a <payload> argument, omitting it should either produce an error or trigger input prompts
depending on the container's implementation and input validation.

This step helps:

e Confirm that Eve has technical access to the interface.
e Reveal how the system handles malformed or incomplete invocations.
e Test whether unauthorized sealing attempts are rejected based on trade context and roles.

I\ If the system is correctly secured, the call should fail gracefully, refusing to proceed because Eve is not the legitimate sender of
the container.

Run the following from Eve’s wallet terminal:

As expected, Eve's attempt to invoke seal_container without providing a valid payload results in a rejection:

This confirms that the container enforces input validation at the protocol level. While Eve has established a connection and can
technically invoke the API, the system correctly prevents misuse by rejecting malformed or unauthorized calls. This is a
fundamental safeguard in the container’'s R2R implementation.

£3 Attempting to Seal with a Crafted Payload

In this step, we are simulating an attack scenario in which Eve, an unauthorized actor, attempts to invoke the seal_container
function on a container using a crafted payload. This payload is a block of syntactically valid data — a base-58 encoded binary blob
that mimics a certificate — but Eve has no authority to perform sealing.

In a production-grade system, sealing a container would typically involve verifying not only the actor’s permissions (e.g., only the
manager can seal) but also the validity of the payload itself. This would include checks such as:

e Ensuring the certificate is digitally signed by a trusted authority,



e Verifying that the signature is cryptographically sound and not expired,
e Confirming the payload matches expected content (e.g., schema, issuer, subject).

However, in this proof-of-concept design, the container does not validate the contents or signature of the payload. Instead, it trusts
the identity of the caller (i.e., the manager) and assumes that a trusted actor will only provide valid certificates. This simplifies
implementation and focuses on testing role-based trust boundaries. The omission of signature verification is a deliberate design
decision made to prioritize clarity and visibility of protocol behavior, not a security oversight.

This step demonstrates that unauthorized actors like Eve cannot bypass the system by submitting well-formed but unverified
data, as the permission to seal is enforced at the actor level, not just the data level.

The following base-58 encoded string is a crafted payload used in the seal_container call:
This payload contains a valid digital certificate that was genuinely signed by Alice, a legitimate user in the system. It was
previously issued through a proper order flow and captured from her wallet’s certificate store.

However, the context here is critical: this payload is now being replayed by Eve, an unauthorized actor who is not the container’s
current manager. While the certificate structure and signature are technically valid, Eve is not permitted to instruct the container to
seal itself — regardless of the data'’s legitimacy.

This test demonstrates how the system prioritizes who is issuing the command over what is being submitted. Even a valid
certificate, when supplied by an illegitimate actor, must be rejected — and indeed, as we'll see, it is.

This aligns with the principle of identity-bound authority, and highlights the design’s robustness in enforcing actor-based trust, not
just data validation.

) Attempting to Seal with a Forged Payload
We now attempt to invoke the seal_container function using the crafted payload described earlier.

So we try this payload out:

Zoom: I

{4 Payload Accepted — ) Action Rejected

While the payload was accepted in terms of formatting and deserialization — confirming its validity — the container refused to
process the seal operation.

This is by design. The container enforces a hardcoded rule: only the actor currently recognized as the sender in the trade may
initiate the sealing process.

This experiment proves that format-level validation alone is not enough — actor identity is enforced at execution time, providing
an additional layer of protection against forged or replayed inputs.

4 This attempted attack is properly blocked by the backend.



%* Code Insight: Seal Authorization Logic

To reinforce the behavior we observed during the attempted attack, let’s inspect the relevant logic from the container’s source code
(C++20). The sealing operation is handled by the following function:

ko c::seal (user trader t& user trader, payload t&& payload) {
log ("seal");

if (auto r = validate payload(payload); is ko(r)) return r;

auto [r, user ref] = agents.users.resolve (user trader):;
if (is ko(r)) return r;
if (user_ref != agents.sender) ({
auto r = "KO 76003 Unauthorised user or trade.";
log(r) ;
return r;

auto [r, recipient ref] = agents.users.resolve (payload.recipient endpoint) ;
if (is ko(r)) return r;
agents.recipient = move (recipient ref);

lock guard lock (mx) ;
if (use status != use status t::opened) {
auto r = "KO 76758 I am not opened.";
log(r);
return r;
}
log ("payload set with this many certs", payload.items.size());
this->payload = move (payload) ;
use status = use status t::sealed;

}
report manager () ;

log ("inform user");
if (agents.sender) {
agents.sender->trader () .schedule exec pY9y("confirmed sealed");

}

log("inform recipient");
if (agents.recipient) {

agents.recipient->trader () .schedule exec p9y("container is coming " + this->payload.encode())
}

return ok;

The highlighted section enforces a strict identity check:
Only the agent previously assigned as the sender is authorized to call seal. Even if the payload is syntactically valid and passes
deserialization, the container still performs this runtime verification to ensure trustworthiness.

This demonstrates a layered security model:

e The payload must be well-formed and verifiable.
e The actor attempting the operation must be authorized by trade context.

In our demo, signature validation is intentionally omitted during payload parsing to simplify experiments, but in a production
deployment, additional cryptographic checks (e.g., certificate signature verification) would be enforced before or during payload

acceptance.

This design ensures that unauthorized actors, like Eve in our example, cannot seal the container — even if they reverse-engineer a
legitimate-looking payload.

) Attempted Unseal: Blocked by Authorization Logic

As expected, attempting to invoke the unseal_container function from Eve’s wallet results in the same rejection:




The Attack. Accessing certificates in a sealed container.

This exercise aims to demonstrate how the CLI offers fine-grained control over the container lifecycle, allowing us to replicate
step-by-step what the user send wrapper command abstracts away. By using direct wallet-CLI calls, we gain visibility into each
stage of the process—and also attempt to simulate an adversarial scenario.

|| Step-by-Step Plan

1. ¢» Restart the system
Ensure a clean slate by restarting the system. This guarantees that port1 has a fresh container in the available queue and
the actors begin with a known state.

2. v Start a trade with port1 from all three users:
o Alice
o Bob
o Eve

om port

TaTwWQzrhUnFfH

fH
/]

Y1hXHG 9mhtEQLS 5hfaDR5dA1dZ

uzc

"contalnerl”




pBp "container1" u2c c

cZ fwpUFSWS7HQD

15
1111111111111 11

nswPnvr Ip "container?l”
1pd": 34
M

«®* Observation on Trade Initiation Methods
In the screenshots, we illustrate two equivalent—but stylistically different—methods of initiating a trade:

° Alice used start_bm with a bookmark index (port1) to initiate a trade. This is a convenient approach when working
within an environment where actors are pre-bookmarked.

° Bob and Eve directly specified the container's full QR and personality in the start command. This is a lower-level
method that bypasses bookmark resolution and gives full control—ideal for scripting or testing scenarios where direct
addressing is preferred.

This flexibility reflects the CLI's dual nature: it's both user-friendly for guided workflows and powerful enough for precision
operations and automation.

W Alice Reserves and Confirms Her Container

Alice actions:

alice@vmlonOb:~% wallet trade 3 35s5ign_container
Chat
Wed Jun 11 20
container will contact you.

ontailner

This screenshots documents the initial phase of Alice's container booking process with the port:

1. Assign Request — Alice issues assign_container to her active trade with port1. The port responds that a container will
reach out to her—implicitly confirming the reservation is underway.

2. Confirmation — Alice follows up with container_accepted, explicitly acknowledging the assigned container
(container1). This step locks the reservation and transitions the process to the loading and sealing phase.



[ ] Container Status Overview
The container dashboard now reflects 3 active trades — one with each user: Alice, Bob, and Eve. Among them, Alice is correctly
recognized and assigned as the sender, indicating she holds legitimate control over the container’s lifecycle operations.

- container1@vmlonOb: ~ Q)

alice@vmlonOb: ~ portl@vmlon0Ob: ~ containerli@vmlon... shipl@vmlon0b: ~ port2@vmlonOb: ~ bob@vmlonOb: ~ eve@vmlonOb: ~

oHzNfvAPi0gwH E3QR: 3kdzg2ymfo3nbCHrpkiyfoyY1hxHG Wpoy:

2@ [opened (loading/unloading)] <==

T [s

vmlonOb

d Jun 11

Alice has successfully sealed the container using a crafted payload. The container is now marked as sealed and has entered the
outbound phase, under the control of the port, en route to Bob as its recipient.

4 Attempting Certificate Access During Transit

While the container is sealed and in transit, each of the three actors—Alice, Bob, and Eve—attempts to retrieve one of the
certificates stored inside:

b:~% llet t ) yiH request_cert 0

yTWX1rMFMiB1Rik




Bob:

1749 01 / AVrH1Ce)xGCtXaGogbra)

wWBkJGU7HE Y vwnd reguest_cert O

(X1rMFM1B1R1k

svPnVrep5pBp "container1" wuw2c u

° Alice (the sender): succeeds in accessing the certificate, as she's an authorized stakeholder.

° Bob (the recipient): also succeeds, having been granted visibility by design upon sealing.

o X Eve (an unauthorized user): is denied access, as the container enforces strict validation, only allowing certificate access
to the sender, the recipient, or optionally a recognized authority.

This reinforces the privacy-preserving access control design, which ensures that sensitive shipping data is only exposed to the
intended parties and validates the PoC’s security-by-design model where sealed containers act autonomously, upholding strict data
confidentiality throughout transit.



B User: Advanced/developer/insight functions

Last but not least—from a developer’s perspective, and in alignment with business goals of maintaining a codebase that is both
extensible and debuggable—the CLI wrapper user includes a set of advanced insight functions. These are available across all
actor accounts and provide introspection, diagnostics, and low-level control useful during development, testing, and system
validation.

eve@vmlonOb: ~

alice@vmlonOb: ~ portl@vmlonOb: ~ containerl@vmlon... shipl@vmlonOb: ~ port2@vmlonQb: ~ bob@vmlon0b: ~ eve@vmlonOb: ~

LAS Technology.

logdir

= T print
mlog

PLUBINS . i

shut it down

dev/bootstra

setup_bm

logdir

logtree

mlog

plugins 1] 111e (All RZR protocols).

ug info

* functions: [TERIEERI and TR

These commands allow fine-grained control over the wallet daemon process on a per-user basis:

e user down — gracefully shuts down the wallet backend for the current user, simulating an outage or performing
maintenance.
e user up — restarts the wallet daemon for the user, restoring normal operation.

These are particularly useful for testing, debugging or simulating actor unavailability in a multi-agent environment.



R Ihlailsiluser logtree

"t_17473_13

24-0

I— |-I:'-_i:_' l:ll_jglr-e,:-.l:.l | T

L— trade cCxf bAretKPcZ fwpUFSwS7HQD_13

This command reveals the log structure of the wallet daemon process for the current user. It provides:

e The root log directory used by the current wallet instance.

A tree view showing active components (like the RPC daemon, peer manager, and trading engine) and their associated
threads.

e Insight into how logs are organized by function and execution context, making it easier to trace events, debug workflows,
and isolate concurrency issues.

This is especially valuable for developers and operators seeking visibility into the system'’s runtime behavior and performance.



2 function: SICTY

The mlog function (short for merge log) is a powerful diagnostic tool provided in the CLI-wrapper for wallet accounts. Its main
purpose is to aggregate all log outputs from the various threads and components of the wallet backend into a unified, time-ordered
view.
C, How it works:
e Each wallet daemon spawns multiple threads (e.g. networking, worker pools, peer communication, R2R protocol handlers).
Each thread typically writes logs to its own separate file under a structured directory tree.
mlog reads all these files, parses the timestamps, and merges the logs line by line into a single chronological sequence.
This provides a clear, global timeline of what happened in the wallet — invaluable during debugging, auditing, or tracing an
incident.

X Benefits:
e Consolidation: Eliminates the need to manually jump between files to understand interactions between concurrent threads.
e Filtering: Standard UNIX tools like grep, less, or awk can be used on top of mlog to focus on specific events (e.g. user mlog |
grep cert).
e Traceability: Each log line includes the filename and line number from the source code, aiding pinpoint analysis.

containerl@vmlonOb: ~ shipl@vmlonQb: ~ port2@vmlonOb: ~ bob@vmlon0b: ~ eve@vmlonOb:

|
|
|
|
|
|
|
|
|
|

fd 21 rpport 17

e it 0 clique sz 1 grid ptr unique 0

HoUpigNo {EULciMnmNr

# Example: these lines are the result of filtering the merged log with word 'cert’, showing events related to our last query from Eve
tracing to the source code.

vimlonOb:~% u




¥ Codebase Metrics (via SLOCCount)

The katlasnet project encompasses:

e Total Source Lines of Code (SLOC): 192,064

e Primary Languages:

C++: 102,797 lines (53.5%)

Java: 61,534 lines (32.0%) (Android app)

Shell Scripts: 14,685 lines (7.6%)

XML, ANSI C, C#, Objective-C, JavaScript: ~3,000 lines combined

o

o O O

.| Development Effort Estimation (COCOMO Model)

Effort: ~50 person-years (or ~600 person-months)
Schedule: ~2.4 years

Team Size Estimate: ~21 full-time developers

Estimated Cost: ~$6.75 million USD

(based on $56,286/year salary + 2.4x overhead multiplier)

Note: These estimates are generated using the Basic COCOMO model and should be treated as ballpark figures.
Real-world cost and productivity may vary.

Tool used: SLOCCount by David A. Wheeler License: GNU GPL



("4 Conclusions: Alignment with Evaluation Objectives

This Proof of Concept successfully validates the Katlas platform against both primary use cases under review — Supply Chain Data
Visibility and Confidential, Role-Based Al Interaction — while also addressing the critical considerations and desired outcomes
laid out in the evaluation brief.

& Use Case 1: Blockchain for Supply Chain Data Visibility

v/ Role-specific access to consignment data

Each actor (user, port, container, ship) is instantiated with a cryptographically unique identity and wallet. This identity is used to
control data flow — a container, for instance, will only reveal contents to recognized agents (e.g. sender, recipient, port authorities).
Unauthorized agents (e.g., Eve) are denied access, as demonstrated in live attack scenarios.

v/ Earlier awareness for ports

Port dashboards show structured queues (stock, available, reserved, opened, sealed, arrivals, departures) in real-time, automatically
updating as containers are sealed and dispatched. A port officer logging in can instantly see incoming containers, view only what
their role permits, and trace origins with cryptographic integrity.

v/ Auditability & non-repudiation

All transactions (seal, unseal, load, cert access) are logged both in human-readable dashboards and in internal structured logs.
These are traceable per actor, per certificate, and per transaction ID. Tools like user logtree and user mlog allow post-facto
forensic analysis of every step.

v/ Fine-grained permissioning

Only the sender can seal; only the recipient can unseal; only authorized roles can access certificates. Attempts to circumvent these
policies — even with correctly structured payloads — are logged and rejected. This is enforced both by protocol and C++ code-level
logic.

v/ Secure, role-bound Al dialogue

An Al-powered dialogue mechanism is embedded within the port agent, showcasing contextual and role-sensitive responses.
Though simple in scope (rhymed responses based on prompt content), it proves the ability to route chat interactions through Al
logic constrained by wallet identity.

v/ Foundation for role-differentiated interpretation

While all users may be able to submit queries, responses are deliberately shaped by the role context, mimicking how answers to a
customs officer might differ from those given to a freight handler. This opens a clear path to implement more complex inference
constraints on knowledge agents.

v/ No leakage of sensitive content

Knowledge exposure is bounded strictly by wallet authority. The PoC demonstrates this principle not just in Al chat, but also
through data disclosure paths (e.g., certificates, ports, container manifest visibility), creating a consistent and enforceable trust
model.

C Critical Considerations Addressed

Consideration PoC Response
Wallet/agent model Actors are instantiated automatically via declarative configuration. Bookmarks, identities, and
scalability keys are derived without manual coding. Bookmarks update dynamically as actors discover
each other.

Authoring & validation of | Certificates are generated and cryptographically signed before being loaded. Signature

content validation is enforced at retrieval time.

Governance & audit Role-based permissions enforced at runtime. All interactions are traceable. Unauthorized
structures attempts are denied and logged with cause codes.

Integration effort All components (wallets, logs, agents, chat, and dashboards) operate independently and

communicate via standard RPC or file-based contracts, simplifying integration. The system is
developer-friendly, with introspection tools and CLI scripting support.




@ Desired Outcomes

Outcome Validated

Platform maturity v/ Demonstrated in full system deployment, cryptographic signing, security model, CLI
introspection, and extensibility to new actors (e.g. Eve).

Real-world pilot v/ Use cases mimicking international shipping and customs interactions executed successfully.
readiness Dynamic actor orchestration and Al-in-the-loop tested.

Integration effort & v/ Demonstrated automatic actor provisioning, plugin-based role binding, low-friction Al agent
extensibility inclusion, and full logging infrastructure.

«* Platform Assessment Summary

The Katlas platform, as evidenced by this Proof of Concept, offers a robust, secure, and extensible framework for addressing the
dual challenges of role-based supply chain transparency and confidential Al interaction.

This exercise has:

° Proven role-based security through live enforcement of access boundaries, including successful denials of unauthorized
operations even under simulated attack conditions.

e =] Demonstrated seamless integration and interoperability with external systems — notably, incorporating ChatGPT for
Al-driven responses constrained by actor roles.

e 3 lllustrated the scalability and modularity of the platform, showing that actors and interactions can grow organically in
both number and complexity without architectural friction.

e ‘X Provided clear proof-of-capability by building, configuring, and executing a realistic, multi-actor ecosystem over our
legacy platform — all with transparent automation, logging, and cryptographic enforcement.

This PoC confirms that Katlas is technically mature enough to support structured pilots across logistics, compliance, and
intelligent advisory workflows. The system’s introspective developer tooling, modular wallet-agent design, and cryptographically
anchored access controls make it a strong candidate for real-world deployments.

[ We also hope that this demonstration — part technical exercise, part curated artwork — can inspire and unlock new, challenging
collaborations aimed at advancing the platform’s maturity toward fully operational production environments.

This concludes this DEMO — demonstrating a scalable, actor-driven ecosystem in action.

- 4 - ; I 1’

"I love it when a plan comes together!"
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